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ONPEAEJIEHUS

B HacrosimeM QOKyMEHTe MCIOJIB3YIOTCS CIEAYIOIMe TEPMHUHBI M HX
OIpeeIICHHUS.

ABTOMATH3HPOBAaHHAsl CHCTEMA — CUCTEMa, COCTOSINAs U3 IepcoHala
U KOMIUIEKCA CPeACTB aBTOMATU3allMM €ro JAEsTEeIbHOCTH, pealu3yrolas HH-
(OpMaLMOHHYIO TEXHOJIOTHIO BHITIOJIHEHHUS] YCTAaHOBJIEHHBIX (DYHKIIHMA.

AyTeHTH(HKALHA OTHPABHTEJS JaHHBIX — [IOJTBEP)KI€HUE TOTO, YTO
OTIIPAaBUTENb NOJIYYEHHBIX JaHHBIX COOTBETCTBYET 3asIBJICHHOMY.

Be3onacHocTh NMepCcOHANBbHBIX AAHHBIX — COCTOSHUE 3alUIIEHHOCTH
NIePCOHANIBHBIX JAHHBIX, XapaKTepU3yeMoe CIIOCOOHOCTBIO I0JIb30BaTelNeH,
TEeXHUYECKHX CPEJICTB M MH(OPMAIIMOHHBIX TEXHOJIOTHH oOecrneynTh KOH(U-
JECHLUAIBHOCTD, LEJIOCTHOCTh M JAOCTYIHOCTh NEPCOHAJIBHBIX HAHHBIX NPH UX
00paboTke B MHPOPMALIMOHHBIX CUCTEMaXx IMePCOHANBHBIX JaHHBIX.

buomerpHnyeckne nepcoHajibHble JaHHbIE — CBEJICHHS, KOTOpPbIE Xa-
paKTepHU3yIOT (PU3HONIOTHYECKHEe OCOOCHHOCTH YesloBeKa U Ha OCHOBE KOTOPBIX
MOXXHO YCTaHOBHTH €ro JIMYHOCTb, BKIIO4as ¢otorpaduu, OTIEYaTKU Maslb-
1eB, oOpa3 ceTyaTKH Iyiaza, 0COOEHHOCTH CTPOEHHUS Tella U JPYTyIo Mog00HyI0
UHpOpMaIHIO.

bJyioknpoBaHue NMEPCOHAJBHBIX AAHHBIX — BPEMEHHOE IpeKpallieHue
cbopa, cucreMaTu3alMy, HAKOIICHHUS, UCIIONIB30BaHHsI, PACIIPOCTPaHEHH s, Iep-
COHAJIBHBIX IaHHBIX, B TOM YHUCJIE UX NepelayH.

Bupyc (koMnblOTepHbIH, NPOrpamMMHBIN) — HCIIOJIHAEMBIA IPO-
IPaMMHBIA KOJ WJIM HMHTEpPHpPETUpPYyeMbI HaOOp HHCTPYKLMMA, 0Osamarouuii
CBOMCTBaMH HECAHKIIMOHUPOBAHHOI'O PaclpOCTPAHEHHUs U CaMOBOCIIPOM3BE/IE-
Hus. Co3gaHHble TyOaMKaThl KOMIIBIOTEPHOIO BUpyca He BCeraa COBIAAAIOT C
OpPHMTMHAJIOM, HO COXPaHSIOT CIIOCOOHOCTH K JallbHEHIIeMy pacnpoCTpaHEHHIO
¥ CaMOBOCIIPOU3BEEHHUIO.

Bpenonocnasi mporpamma — nporpamma, INpejiHa3Ha4eHHas Uil OCy-
IIECTBJIEHUS HECAHKLIMOHUPOBAHHOIO JOCTYIA U (MJIM) BO3JIEUCTBUS Ha NEPCo-
HaJbHBIE JAaHHBIE WM pecypchl MH()OPMAIMOHHON CHCTEMBI IEepPCOHAIBHBIX
JNaHHBIX.

BcecnomorarenbHble TEXHHYECKHE CPEACTBA H CHCTEMbI — TeXHHYeE-
CKHE CPEJCTBA M CHCTEMBI, HE NpeAHa3HaYeHHbIe Ul repenaqyu, oOpaboTKu U
XpaHEHHUs TEePCOHAJIBHBIX JAHHBIX, yCTaHABIMBaeMble COBMECTHO C TEXHHYe-
CKUMH CPEJCTBaMHU M CHCTEMaMH, NpeJHa3HauYeHHBbIMU 1Ji1 00paboTKu mepco-
HaJIbHBIX JJaHHBIX MJIM B ITIOMEILEHHUSIX, B KOTOPHIX YCTaHOBJIEHBI HH(OpMALK-
OHHBIE CHCTEMBI IIEPCOHAJIBHBIX JIaHHBIX.

JloeTyn B omepanHoHHYIO cpely KommnbioTepa (MH(pOpMANHOHHOM
CHCTEMBI MEPCOHAIbHBIX AAHHBIX) — MOTyYeHHe BO3MOXKHOCTH 3allycKa Ha
BBITIOJIHEHHE IITATHBIX KOMaH/, (QyHKIMH, TPOLEYp ONEePalMOHHOM CHCTEMBI
(YHMYTOXKEHHS, KOTIMPOBAHUSI, TIEPEMEILIEHHUS U T.I1.), HCTIOJIHIEMBIX (aiiioB
TIPUKJIAJHBIX TIPOrPaMM.

Moctyn k nudopmManun — BO3MOXKHOCTb MOJTyYeHHs] UHPOPMALIUK U ee
HCIIOJIb30BaHUSI.



3akJlajoYHOe YCTPOiCTBO — DJIEMEHT CpeACTBa cheMa HH(POpPMALUH,
CKPBITHO BHEJpsIeMbIi (3aKJ1a/IbIBAEMBI WJIM BHOCHMBIN) B MECTa BO3MOXKHOTO
cpeMa UHGopMaLKH (B TOM YUCIIE B OrpaXIeHHE, KOHCTPYKIIMIO, 000pya0Ba-
HHe, IIPeMETHl UHTEephepa, TPAHCIIOPTHBIE CPEACTBA, a TAKKE B TEXHHUUECKUE
CpeICTBa U CUCTEMBI 00pabOTKU HH(MOPMAIUH ).

3amuumaemas ungopmanus — UHGOpMAaLs, SBIISIOLIASCS PEIMETOM
COOCTBEHHOCTH U TOAJIeXallasi 3allliTe B COOTBETCTBUHM C TPeOOBaHUSIMU
IPaBOBBIX JOKYMEHTOB WM TpeOOBaHUSIMH, YCTAHABIMBAEMbIMUA COOCTBEHHH-
KOM HH(OpMaIUH.

Npentndukanus — TPUCBOCHHE CyOBEKTaM M OOBEKTaM JOCTyIa
uaeHTuduKaropa 1 (WiM) cpaBHEHHE TPeIbsBIIEMOro AEHTU(hHUKATOPA C Tie-
pEYHEM IIPUCBOEHHBIX UACHTU(HUKATOPOB.

NndopMaTHBHBINH CHrHAJ — JJIEKTPUYECKUE CUTHAJIBI, aKyCTUYECKHE,
3JIEKTPOMAarHUTHBIE U ApyTHe (pU3MYECKUe OIS, 0 IapamMeTpaM KOTOPBIX MO-
XKeT OBbITh pacKpbiTa KOHpUIAeHIHaTbHas uH(opmarus (MepcoHaTbHbIEe JaH-
Hble) oOpabaTpiBaeMasi B UHHOPMALIMOHHOM CUCTEME TEPCOHATBHBIX IaHHBIX.

Nudopmaunonnasi cucrema nepconajbubix Aanubix (UCIIAn) -
MHpOPMAIIMOHHAs CHCTeMa, INpeICTaBIsAomas Co00i COBOKYIHOCTH IEpCO-
HaJBHBIX JaHHBIX, COJEpXKAIUXCS B 0a3e MaHHBIX, a TaK)Ke HH(MOPMAIMOHHBIX
TEXHOJIOTUI U TEXHUYECKUX CPEJCTB, MO3BOJISIONINX OCYIIECTBIATH 00paboT-
Ky TaKUX [EePCOHANIBHBIX JAHHBIX C MCIOJb30BaHUEM CPEICTB aBTOMATH3AL[HN
WK 0€e3 UCIOIb30BaHUs TAKUX CPEJICTB.

Nndopmannonnbie TEXHOJIOrHH — IPOLIECCHI, METOBI MOUCKa, cOOpa,
XpaHeHusl, 0OpaboOTKuU, INMpeaoCTaBIeHHs, PACPOCTpaHeHHsT WH(pOpMaIU |
CIIOCOOBI OCYLIECTBIIEHUSI TAKUX MTPOLIECCOB U METOJIOB.

Hcnosb3oBanHe NMepcoHANBHBIX JAHHBIX — JEHCTBUSA (omepamuu) C
NEPCOHATBHBIMUA JAaHHBIMH, COBEpIIaeMBbIE ONEPAaTOPOM B IENSAX MPUHATHS
PEIeHUH WJIM COBEPIUCHUS HHBIX JNEHCTBHM, MOPOXKIAIOUIMX OPUAUYECKHE
TMOCJIEACTBHS B OTHOLICHUH CyObheKTa MepCOHAIBHBIX JaHHBIX WM APYTHX JIHI
1160 MHBIM 00pa3oM 3aTparuBaroOIMX IpaBa U CBOOOABI CyOhEeKTa IIEPCOHAITB-
HBIX JJAHHBIX WK JPYTHX JIHII.

McTounuk yrposnl GesonacHocTn mHpopmManuu — CyObEKT JOCTYIIa,
MaTepUabHBIA OOBEKT WM (DM3UYECKOe SIBJICHHE, SBIISIOIIMECS MPUUMHOM
BO3HMKHOBEHUS Yyrpo3bl 0€30MacHOCTH HH(OPMAIIKH.

KonTpoanpyemasi 30ma — IPOCTPAHCTBO (TEPPUTOPUS, 3/IaHUE, YacTh
3/IaHMs], IOMELIEHHUE), B KOTOPOM HCKITIOYEHO HEKOHTPOJIUPYeMOe TpeObIBaHke
TIOCTOPOHHMX JIUI], 2 TAKXKE TPAHCIIOPTHBIX, TEXHUYECKUX U UHBIX MaTeprallb-
HBIX CPEJICTB.

KonduaenunaabHocTh MEPCOHANBHBIX JAaHHBIX — 00s3aTebHOE IS
COOJTIOZIEHNSI ONIEPaTOPOM WJIA MHBIM TMOJIYYHUBIIMM JIOCTYIT K HEPCOHATBHBIM
JaHHBIM JIMLIOM TpeOOBaHHUe He JIOIyCKaTh UX pacrpocTpaHeHue 6e3 coracus
CyOBbeKTa epPCOHAIBHBIX IAHHBIX HJIH HAJIMYKS HHOI'O 3aKOHHOTO OCHOBAHMSI.



Me:kceTeBoii 3KpaH — JIOKATbHOE (OJHOKOMIIOHEHTHOE) WIH (PYHKIIHO-
HATbHO-pacIpe/ieNIeHHOEe MporpaMMHoOe (IIporpaMMHO-aIIapaTHOE) CPeACTBO
(koMIUIEKC), pean3yroliee KOHTPOIIb 3a HH(opMalye, nocrynatomnieil B uH-
(opMalMOHHYIO CHCTEMY MEpPCOHAJIBHBIX JAHHBIX U (MIM) BBIXOISIIEH W3
UH()OPMALIIOHHON CUCTEMBI.

Hapymurejb 6€30MaCHOCTH NEPCOHAJbHBIX AAHHBIX — (H3UYECKOE
JIMLIO, CITyYalHO WM IIPEJIHAaMEPEHHO COBEpLIAKoIlee HACUCTBUS, CIIEACTBUEM
KOTOPBIX SIBJSIETCSl HapylIeHHe 0e30MacHOCTH NEPCOHANIBHBIX JAHHBIX IPH UX
00paboTKe TEXHUYECKUMH CPEe/ICTBaMH B MH(OPMALIMOHHBIX CUCTEMaX IEpCo-
HAJIbHBIX JaHHBIX.

HeaBToMaTH3HpOBaHHAsI 00paboTKa MEpPCOHAJBHBIX JaHHBIX — 00-
paboTKka MepCOHANBHBIX JaHHBIX, COEPXKAIIUXCS B MHPOPMALMOHHON CHUCTe-
Me MepCOHANBHBIX JAaHHBIX JIM0O U3BJIEYEHHBIX U3 TAaKOW CUCTEMBI, CUUTACTCS
OCYILECTBIIEHHON 0e3 HMCIOJBb30BaHUS CPEJCTB aBTOMATHU3allK (HEaBTOMATH-
3UPOBAHHOM), €CJIU TaKue JeHCTBUS C NePCOHAIBHBIMH JaHHBIMH, KaK UCIIOJb-
30BaHHe, YTOYHEHHE, PaclpOCTpaHEHHE, YHUYTOXKEHHE IEepCOHAJBHBIX JaH-
HBbIX B OTHOIICHHUHU KaXXI0I'o U3 Cy6’beI(TOB I[NEPCOHAJIBHBIX JaHHBIX, OCYLICCTB-
JISIFOTCS TIPH HETIOCPEICTBEHHOM y4YacTHH YeJIOBeKa.

HenexnapupoBaHubie BO3MOKHOCTH — (QYHKIIMOHATIBHBIE BO3MOXKHO-
CTU CPEJICTB BBIUMCIIUTESILHOW TEXHUKH, HE OIMCAHHBIC WA HE COOTBETCTBY-
IOIIME OITMCAHHBIM B JOKYMEHTALUH, IPH UCIIOJIb30BAHUU KOTOPHIX BO3MOX-
HO HapyllleHHe KOH(PUAECHIIMATLHOCTH, JOCTYITHOCTH WJIH LI€JIOCTHOCTH 00pa-
OarpiBaeMoit HHGOpPMALUH.

Hecanxuuonnposaunuifl AOCTYII (llecallKl.lHOHHpOBallllble ueﬁ-
cTBHUsI) — JIOCTYI K MHGOpPMAIMK WM AeHCTBHS ¢ UHbOpMAaIMel, Hapylao-
1Y€ MpaBUiIa pasrpaHUYEHus I0CTyIIa C UCIIOIb30BAHUEM ILITATHBIX CPEICTB,
NpeOCTaBIsIeMbIX UHPOPMAIMOHHBIMU CHCTEMaMH TEePCOHAJIBHBIX JIaH-
HBIX.

Hocurens undopmanuu — ¢GusHyeckoe JIMIO WIH MaTepUaIbHbINA
00BEKT, B TOM YHUCIIEe (PU3HUECKOE T0JIe, B KOTOPOM MH(OpMAIHsl HAXOIUT CBOE
OTpaXEHHE B BUJIE CUMBOJIOB, 00pa30B, CUIHAJIOB, TEXHUYECKUX PEIICHHH U
IPOLIECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTHK (HU3MUECKUX BEJTUYHH.

OGe3iHunBaHue NMEPCOHAJbHBIX AAHHBIX — JEHCTBUS, B pPE3YJIbTATE
KOTOPBIX HEBO3MOJXXHO OIPEJENUTh NMPUHAIIEKHOCTD MEPCOHANBHBIX JaHHBIX
KOHKPETHOMY CyOBbEKTY IepCOHAIBHBIX JaHHBIX.

O6paboTka nepcoHaJbHbIX AaHHBIX — JJCUCTBHS (OMepalum) ¢ Imepco-
HaJIbHBIMH JIaHHBIMH, BKJIFOYasi cOOp, CUCTEMATHU3alNIO, HAKOIIEHHEe, XpaHe-
HUE, yTOuHeHHe (OOHOBIICHHE, U3MEHEHHE), HCIIOIb30BaHKe, PaclpoCTpaHe-
HUe (B TOM 4YHCIIe nepeady), 00e3uurBanue, OJIOKHPOBAHHE, YHUUTOKEHHE
NIEPCOHAIbHBIX JTAHHBIX.

ObmenocTynubie nepcoHabHbIe NaHHbIE — MEPCOHANIBHBIE JaHHBIE,
JOCTYIl HEOTPaHMYEHHOTO Kpyra JIMI[ K KOTOPBIM IPEIOCTaBJIE€H C COIJIacHs
CyOBeKTa MepcOHAJIBbHBIX JaHHBIX WM Ha KOTOpPBIE B COOTBETCTBHMHU C (efe-



pajbHBIMM 3aKOHAMH HE pacmnpocTpaHseTcs TpeboBaHue coOmoneHust KoHhu-
JNEeHLUATBHOCTH.

Oneparop (mepcoHabHBIX JAHHBIX) — I'OCYIAPCTBEHHBIM OpraH, My-
HHULIUINAJIGHBINA OpraH, IOpUAnYecKoe Wik (PU3NYECKOe JIMLIO, OpraHU3yIollee
¥ (WIM) OCyILEeCTBIIsEOIIee 00paboTKy MepCOHANBHBIX JaHHBIX, @ TAKXKe OIpe-
JeJISTIOLIME LA U CofiepyKaHue 00pabOTKU MepCOHAIbHBIX IaHHBIX.

TexHu4ecKkHe cpeacTBa HHPOPMALHOHHONH CHCTEMBbI NMEPCOHATBHBIX
AAHHBIX — CPEJICTBA  BBIYUCIUTENILHOW  TEXHMKH, HH(MOPMALIOHHO-
BBIYMCIIUTENIbHBIE KOMIUIEKCHI U CETH, CPEJICTBA U CUCTEMBI IIepeiauy, puemMa
1 o6pabotku IT/1H (cpencTBa U CHCTEMBI 3BYKO3aIKCH, 3BYKOYCHIICHHS, 3BYKO-
BOCIIPOU3BEACHUS, NEPErOBOPHBIE U TEEBU3MOHHBIE YCTPOMCTBA, CpEACTBa
U3rOTOBJIEHUS], TUPAKUPOBAHUSI IOKYMEHTOB M IpyIHie TEXHUYECKUE CPE/ICTBA
00paboTKu peueBoid, rpaguyeckoit, Buaeo- u OykBeHHO-1M(poBOH MHPOpPMA-
IIUM), TIpOrpaMMHBIE Cpe/ICTBa (OIepallMOHHBIE CHCTEMBI, CUCTEMBI YIIpaBJie-
HUs 6a3aMyl JaHHBIX U T.I1.), CPEJCTBA 3AIUTH MH(GOPMALIUH, TIPUMEHSIEMBIE B
MH(OPMALIMOHHBIX CUCTEMAX.

IlepexBaT (uHopManumn) — HEIPAaBOMEPHOE TMOTyYeHUe UH(DOpMaUU
C HUCIOJIb30BAHUEM TEXHHYECKOIO CpE/CTBa, OCYIIECTBISIOLIEro oOHapyxKe-
HUe, npueM U 00paboTKy HHGOPMATUBHBIX CUTHAJIOB.

Ilepconanbuble Januble — J100ass UHPOPMALIUS, OTHOCAIIASCS K OIpe-
IeJICHHOMY WJIH OIpeesieMOMYy Ha OCHOBaHHMHW TakoW wHpopMmauuu (usznde-
CKOMy JHLly (CyOBEeKTy MepCOHAJIbHBIX JaHHBIX), B TOM YHUCJIe ero (haMuius,
MMsI, OTYECTBO, IO/, MECsll, JaTa U MECTO POXKAEHUs, aJpec, ceMeiHoe, COLH-
allbHOe, MMYILIECTBEHHOE II0JIOKeHHe, oOpa3zoBaHue, mpodeccusi, TOXOMIbI,
apyras uHGopMaLus.

IToGouHbIe 3/IEKTPOMATHHUTHBIE H3JIYYEHHS] H HABOJKH — DJIEKTPO-
MarHUTHbIE H3JIyY€HHs TEXHUYECKUX CPEeICTB OOpaboTKH 3allMINaeMOil WH-
dopmaruy, BO3HUKAIOIUE KaK MOOOYHOE SIBJIEHHE W BBI3BAHHBIE DJIEKTpHYE-
CKMMH CUTHAJIaMH, JEHCTBYIOLUIMMH B MX JJIEKTPUYECKUX U MarHUTHBIX LIETISX,
a TaKkXKe DJIEKTPOMAarHUTHBIE HABOJKU STUX CHIHAJIOB HA TOKOIIPOBOISIIHE JIH-
HHUHU, KOHCTPYKIMU U LIeTIH TTUTaHUS.

IHonuTHKA «YHCTOro CTOJIa» — KOMIUIEKC OpPraHM3allMOHHBIX Mepo-
NPUATHHA, KOHTPOJIMPYIOLUX OTCYTCTBHE 3alIMChIBAaHUS Ha OyMa)kKHbIe HOCHTE-
T KJTIo4el u aTpubyToB nocTyna (maposiei) U XpaHeHHs UX BOJIU3KM 00BEKTOB
IOCTYyTIa.

IHonp3oBaTens  HHPOPMAUMOHHOW  CHCTEMbI  NEPCOHAJIbHBIX
JAAHHBIX — JIMLO, YYacTByIoIlee B (YHKIMOHUPOBAHUHM MH(OPMAIIMOHHOMN CH-
CTEMBI IIEPCOHAIBHBIX JAHHBIX WM UCIOJB3YIOIee pe3ysIbTaThl ee (hyHKIHO-
HUPOBaHMUS.

IlpaBujia pasrpaHHYeHHsi JOCTYNa — COBOKYIIHOCTh INpPaBHJI, perja-
MEHTHUPYIOIIUX MpaBa J0CTyIa CyObeKTOB JOCTyIa K 00beKTaM JOCTYIIA.

IIporpaMmmuasi 3aKjafKka — KOJ IIPOrpaMMBl, IpelHaMEPEHHO BHECEH-
HBIIl B MpOrpaMMy C LEJbI0 OCYIIECTBUTh yT€YKY, U3MEHHTh, OJIOKHPOBATH,
YHUUYTOXKUTh UH(OPMAIMIO WM YHUYTOXUTh U MOAU(DHUIKUPOBATH MIPOrPaMM-



Hoe obecrieyeHre HHPOPMALIMOHHON CHCTEMbI IEPCOHABHBIX JAHHBIX U (HIIH)
OJIOKMpPOBATH amnmnapaTHble CPeACTBa.

IIporpammuoe (MporpaMmMHO-MaTeMaTH4YeCKoe) Bo3JeiicTBHE — He-
CaHKLHOHUPOBAHHOE BO3/ECTBUE HA PECYpChl aBTOMATU3MPOBAHHON HH(OD-
MaIMOHHOM CHCTEMBI, OCYIIECTBIISIEMOE C UCTIOIb30BaHIEM BPEIOHOCHBIX MPO-
rpamm.

PackpbiTHE NEPCOHAJBHBIX AAHHBIX — YMBIIUIEHHOE WIH CIy4aifHOe
HapyluieHue KOH(l)I/II[CHLIPIaJIBHOCTH MNEPCOHATIBHBIX JaHHBIX.

Pacnpocrpanenne nepcoHaJbHBIX JAHHBIX — JEHCTBHS, HalpaBieH-
Hble Ha Iepefady MepCOHAJBHBIX JaHHBIX OIpeeleHHOMY Kpyry juil (mepe-
Ja4a MepCOHaNbHBIX JaHHBIX) WM Ha 03HAKOMIIEHHE C MEePCOHAIBHBIMH IaH-
HBIMH HEOIPaHHYEHHOI'0 Kpyra JIMIL], B TOM YKciie 00HApOIOBaHKe TIEPCOHATb-
HBIX J@HHBIX B CPEJCTBaX MAaccoBOM MH(pOpPMAIMH, pa3MelleHre B uHdopma-
LIHOHHO-TEJIEKOMMYHHKALMOHHBIX CETSX WM MPeAOoCTaBlIeHne JOCTyIa K mep-
COHAJIbHBIM JIaHHBIM KaKHM-JTHO0 HHBIM CIIOCOGOM.

Pecypc undopmauuonnoii cucTeMbl — MMEHOBAHHBIA 3JIEMEHT CH-
CTEMHOT0, MPUKJIAJHOIO WM aIlapaTHOro obecredeHus pyHKIHOHUPOBAHUS
UH(GOPMaMOHHON CUCTEMBI.

Cneunanbnble KaTeropuu nepcoHaJbHbIX JAHHBLIX — INE€PCOHAJILHBIC
JaHHBIe, KacaloIIUecsi pacoBOM, HALMOHAIBHON MPHUHAIEKHOCTH, MOJIUTHYE-
CKHUX B3IIAA0B, PCIIMTHO3HBIX HUIIHA (bHJIOCO(bCKI/IX Y6e)KﬂeHHﬁ, COCTOSAHUA 300~
POBBSI 1 HHTUMHOM JXM3HH CyObeKTa IepCOHAIBHBIX IaHHBIX.

CpeacTBa BBIYHCIUTEILHON TEXHHKH — COBOKYITHOCTB IPOrPaMMHBIX
¥ TEXHUYECKUX 3JIEMEHTOB CUCTEM OOpabOTKH AaHHBIX, CIIOCOOHBIX (DYHKIIH-
OHHMPOBATh CAMOCTOSITENIEHO WJIK B COCTABE JPYI'HMX CUCTEM.

Cyo0mbekT aocryna (cydbekT) — JIMLIO WIM IIPOLIECC, AEUCTBUS KOTOPOro
perimaMeHTUPYIOTCs TPaBUJIaMH pa3rpaHUUYeHHs JIOCTYIIA.

Texnu4yecknii KaHaJ yTe4KH HH(pOpPMAaUHH — COBOKYITHOCTb HOCUTE-
1 uHdopmarmu (cpeacTa 00paboTKH), HU3MIECKOM CpeIbl pacIIpOCTPaHEHHs
MH(POPMATHBHOIO CUIHAJIa U CPEJCTB, KOTOPBIMU J0OBIBAETCS 3allUIIaeMast
uH(pOopMaLHs.

Tpancrpannynasi nepegaya MNePCOHAJBHBIX AAHHBIX — Iepeaya
TIepCOHANIBHBIX TAaHHBIX orepatopoM 4Yepe3 ['ocymapcTBeHHyI0 rpanuiyy Poc-
cuiickoit enepau opraHy BIaCTH MHOCTPAHHOT'O TOCYIapcTBa, (QHU3HYECKO-
My WJIH IOpUIAYECKOMY JIMILY HHOCTPaHHOI'O rOCY1apCTBa.

Yrpo3bl 6e30MacHOCTH TNEPCOHANBHBIX JAAHHBIX — COBOKYITHOCTB
YCTIOBHH U (haKTOPOB, CO3AIOLIMX OMACHOCTh HECAHKIIMOHUPOBAHHOTO, B TOM
YHCJIe CITy4alHOro, JIOCTYyTIa K MePCOHAIBHBIM JIaHHBIM, Pe3yJIbTaTOM KOTOPO-
FO MOXET CTarh YHMYTOXKEHHE, MU3MEHEHHe, OJIOKMpOBaHHE, KOIMUpPOBAHHME,
pacipocTpaHeHHe MEPCOHANIBHBIX JIaHHBIX, a TaKkKe MHBIX HECAHKIMOHHUPO-
BaHHBIX JIEWCTBHMI NpU MX 00paboTKe B MH(MOPMAIMOHHOM CHUCTeMe Iepco-
HAJIBHBIX JJAaHHBIX.

YHnuToxxeHnue NEePCOHAJIBHBIX JAHHBIX — ﬂCﬁCPBHH, B pE€3yJIbTaTe KO-
TOPBIX HEBO3MOXXHO BOCCTAaHOBHUTH COACPXKAaHHUE IEPCOHAIBHBIX JIaHHBIX B MH-



(opMaIMOHHON CHUCTEME MEePCOHATBHBIX JAHHBIX WM B Pe3yJIbTare KOTOPBIX
YHHUYTOXKAIOTCSI MaTepUAIBHBIE HOCUTEIH NTEPCOHATIBHBIX JaHHBIX.

VYreuka (3amuimaemoi) HHGOpMALMH MO TEXHHYECKHM KaHAJaM —
HEKOHTPOJIMPYEMOE PacrpocTpaHeHne MH(POpMALMKM OT HOCUTENS 3alluilae-
Mol uHpopMalK yepe3 (PUMUECKYIO Cpedy 10 TEeXHHYECKOro CpeCTBa,
OCYIIECTBJISFOIIETO MepexBaT UH(POpMaLIUH.

Yupexaenue — y4pexJIeHUs 3APaBOOXPAHEHMs, COLMAIBHOU cdepsl,
TpyZa U 3aHATOCTH.

Ys13BUMOCTB — C/1abOCTh B Cpe/ICTBAaX 3alUTHI, KOTOPYIO MOXHO HC-
TOJIB30BaTh ISl HApyIIeHHUs CHCTEMBl WM cofepiallelicss B Hel uHdopma-
LK.

IenocrHocTs MHGpOpPManuK — CIIOCOOHOCTH CPEJICTBA BBIYMCIIUTEIIb-
HOWM TEXHWKHA WJIM aBTOMATH3UPOBAHHOM CHUCTEMBI OOecreyrBaTh HEU3MEH-
HOCTh MH(pOPMALIMK B YCJIOBHSIX CITy4aiflHOrO W/WJIM IpeIHaMEepEeHHOro HCKa-
KeHusl (pa3pyLIeHus ).



OBO3HAYEHUSA U COKPAIIIEHUSA

ABC — anTHUBHUpYCHBIE CpEICTBA

APM — aBTOMaTH3MpOBaHHOE paboyee MecTo

BTCC — BcriomoraresnbHble TEXHUYECKUE CPE/ICTBA U CUCTEMBI
WCTI/I1 — unpopManMoHHas CHCTeMa MePCOHATBHBIX IaHHBIX
K3 — konTponupyemast 30Ha

JIBC — nokaJibHasi BEIYMCIIUTEIIbHAS CETh

MD — mexceTeBoii dKpaH

HC/I — HecaHKLIMOHUPOBAHHBIH IOCTYTI

OC — onepanuoHHas cucreMa

[1/11 — nepcoHabHBIE JTaHHBIE

[IMB — nporpaMMHO-MaTeMaTU4ecKOe BO3ICHCTBUE

[10 — nporpammHoe obecrnieyeHue

ITOMUH — no6Go4HbIe 2/1eKTpOMarHUTHBIE U3ITyYEeHHs] U HABOJKH
CA3 — cucrema aHaiu3a 3alUMIIEHHOCTH

C3U — cpeactBa 3amiuThl UHGOPMALIUU

C3I1H — cucrema (moacucreMa) 3allUThl IEPCOHAIBHBIX JaHHBIX
COB — cucrema oOHapy>XeHUsI BTOP)KEHUH

TKYU — TexHuveckue KaHaTbl yTeUKH HHGOpMaIUU

VYBII/IH — yrpo3sl 6€301MacHOCTH MePCOHATBHBIX IAHHBIX
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BBEJAEHHME

Hacrosimas Konnenmus uadopmannonnoit 6e3onacioct UCITn I'BY3 AO
«KopspkeMckasi ropozackas GonpHHLI@ (Hanee - y4dpexIeHue), pazpaboraHa
OT/eIOM HH(POPMALMOHHBIX TEXHOJIOTUI U TeleMeIULMHbI Ha OCHOBAaHHUHU pe-
KOMeHAanud MUHUCTEPCTBA 3APaBOOXPAHEHUs] U COLMAILHOTO pa3BUTUs Poc-
cuiickoit denepanuu, ABISIETCS OPHULHMATBHBIM TOKyMEHTOM, B KOTOPOM OIIpe-
JelieHa CHcTeMa B3IVISI0B Ha oOecreyeHne WHGOpPMALMOHHON 0€30MacHOCTH
YupexaeHus.

Heo6xoaumMocTs paspabotku Konneniuu o0ycioBieHa CTpeMUTENBHBIM
pacmupenreM chepbl MPUMEHEHHs HOBEHIINX UH(POPMALIMOHHBIX TEXHOJIOIHH
U TIPOIIECCOB B YUpeKIeHHUsIX Mpu 06paboTke nHpOpManuu BoodlIe U nepco-
HaJIbHBIX JAHHBIX B YaCTHOCTH.

Hacrosimas Konuenuus onpesensier OCHOBHBIE IIeJIU U 3a/1a4H, a TaKKe
OOIIyI0 CTpaTernio IOCTPOEHHSI CHUCTEMBI 3alllUThl MEePCOHAIBHBIX JIaHHBIX
(C3I1dn) Yupexnenus. KoHuenmus onpeaenseT OCHOBHbIe TpeboBaHus u Oa-
30BbI€ MOJXOJBI K X peaju3aliy, Uil JOCTHKEHHUs] TpeObyeMoro ypoBHs 6e3-
OMacCHOCTH UH(GOPMAIUH.

KoHuenmus pa3paboTaHa B COOTBETCTBHM C CHCTEMHBIM IOAXOIOM K
obecriedeHnI0 HHPOPMALMOHHOM Oe3omacHocTH. CUCTEMHBIN MOAXO0/ MIPEATo-
JaraeT MpoBeJeHHE KOMIUIEKCa MEpONPUSATHH, BKIIOYAIOIUX HCCIIEI0BAHUE
yrpo3 uH(GOpPMaIMOHHOM 6e301acHOCTH U pa3paboTKy cucTemsl 3amuTsl [1/1H,
C TMO3MLMHU KOMIUIEKCHOT'O NMPUMEHEHUsS TEeXHUYECKUX U OpraHU3alMOHHBIX
Mep U CPeACTB 3alIUTHI.

[Ton mHboOpMmanmoHHO#M Oe3zomacHocThiO [1/IH MoHMMaeTcs 3amlUIIeH-
HOCTh TEepPCOHAJBHBIX JAaHHBIX U oOpabaThiBarouieil MX UHGPaACTPyKType OT
MOOBIX CIydYalHBIX WM 3JI0HAMEPEHHBIX BO3JIEHCTBUH, pe3yJbTaTOM KOTOPBIX
MOXeET SIBUThCS HaHeceHHe ymepba camoil MHpoOpMauu, ee BiafelblaM
(cyowexram I1J1H) umu undpactpykrype. 3agaun uHGopMalmoHHON Ge3omnac-
HOCTH CBOJSTCS K MUHUMH3AIHMH yuiepbda OT BO3MOXHOHN pealu3aluu yrpo3
6e3onacHoctu I1/H, a Takke K MPOrHO3ZUPOBAHHIO U MPEJIOTBPAILEHUIO TaKHX
BO3/IEHCTBUM.

KoHuenuus ciy’KuT OCHOBOM Uil pa3paboTKU KOMIUIEKCa OpraHu3aly-
OHHBIX ¥ TEXHUYECKUX Mep 10 obecredeHnio MH(GpOpMaMOHHOM 6e30macHOCTH
YupexxneHui, a Takxke HOpPMaTUBHBIX U METOAMYECKUX HOKYMEHTOB, obecrie-
YHUBAIOLIMX €€ peaju3alluio, U He MpearoaraeT noAMeHsl QyHKIHA rocyaap-
CTBEHHBIX OpraHoB BiacTu Poccuiickoit @eneparyn, oTBeYaOmUX 3a obecrie-
qyeHue 6e30macHOCTH HHPOPMAIIHOHHBIX TEXHOJIOTUH U 3alUTY HH)OPMALIUH.

Konuenuus siBnsieTcst METOAO0JIOIMYECKOM OCHOBOM JJIsI:

- GOopMHpOBaHMS U MPOBEACHUS €IUHON MOJUTHKU B oOyiacTi obecrie-
yeHus 6ezonacHocty [1/{n B UCTI/IH Yupexnenus;

- IPUHATHS YNPABICHYECKUX peIIeHUuH U pa3pabOTKH IMPaKTUYECKUX
Mep I10 BOIUIOIIEHHIO MONUTHKH Oe3onacHocTH IT/IH 1 BeIpaboTKH KOMILIEKCca
COIJIaCOBaHHBIX Me€p HOPMaTHBHO-IIPABOBOI'0, TEXHOJIOIMYECKOT0 M OpraHu3a-
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[IHOHHO-TEXHUYECKOI0 XapaKTepa, HallpaBJIE€HHbIX HA BBISBICHUE, OTPAXKEHHE
Y JIMKBUALUIO [TOCIIEACTBUM pealu3alyy pa3IndHbIX BU0B yrpo3 [1/1H;

- KOOpJAMHALIMY [eATEeIbHOCTH CTPYKTYPHBIX MOApa3feleHuit Yupexie-
HUS NIpU MpoBeaeHUH paboT mo pa3BuTuio U skcruryatauuu VICIT/IH ¢ cobo-
neHueM TpeboBaHuit obecnevyenus 6esonacuoctu I1/1H;

- pa3paboTKu MpPeIIOKEeHUH 10 COBEPUIEHCTBOBAHHIO MPaBOBOI0, HOp-
MaTUBHOI'O, METOAUYECKOI0, TEXHUYECKOTO U OpPraHU3alMOHHOro obecreye-
Hus 6e3onacHoctu [1/11 B UCIIqH Yupexnenus.

ITpaBoBoii 6a30it ans pa3paborku Hacrosimeld KoHuenuuu ciryxar tpe-
OoBanus neicTByromux B Poccuu 3aKOHONATENBHBIX M HOPMATHUBHBIX IOKY-
MEHTOB 110 obecredyeHuto 6e30macHoCT! nepcoHanbHbIX AaHHBIX (IT/1H).
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1 O01ume nmos1oKeHust

Hacrosimas Konnenmus onpezenser OCHOBHBIE LI€JH U 3aa4H, a TaKKe
OOIyI0 CTPaTEeTHIO INOCTPOECHUS CHUCTEMBI 3alIUTHl NEPCOHAJIBHBIX JIaHHBIX
(C3I1dn) Vupexnenus, B coorBerctBuu ¢ [lepeunem MCII/In. Konuemnmus
OIpe/IeisieT OCHOBHBIE TpeOOBaHMs U 6a30BbIe MMOAXO/BI K UX pealu3aluu, s
JOCTHKEHHS TpeOyeMoro ypoBHs 6e301macHOCTH UH(OpMaIUH.

C3I1n nmpexacraBiaseT coO0i COBOKYMHOCTh OpPraHU3allMOHHBIX U TeX-
HUYECKUX Meponpustuii ans 3amuthl [I/[H oT HenmpaBoMepHOro mwiu cirydai-
HOTO JOCTYyNa K HUM, YHHYTOXXEHUS, U3MEHEHHUs, OJIOKHUPOBaHHUs, KOITUPOBa-
HUsl, pacripoctpaHeHus [1/[H, a Takxke MHBIX HENIPaBOMEPHBIX JEUCTBUN C HU-
MH.

be3zonacHOCTh NePCOHANBHBIX AAHHBIX JOCTUTAETCs IIyTEM HUCKITIOUEHUS
HECaHKLMOHUPOBAHHOI'0, B TOM YHCJIE CIly4altHOIO, JOCTYIa K MepCOHAIbHBIM
JAHHBIM, PEe3yJIbTaTOM KOTOPOIO MOXET CTaTh YHUYTOXXEHUE, U3MEHEHHE,
OnoKupoBaHUE, KONUPOBAHUE, PACIPOCTPaHEHHE MEPCOHAIBHBIX JAHHBIX, a
TaK)XXe MHBIX HECAaHKIMOHUPOBAHHBIX JEHCTBU.

CrpykTypa, cocraB u ocHoBHBIe ¢yHKuuH C3I1/IH onpenenstoTcs ucxo-
1 u3 kinacca UCIIIn. C3I1/{H BKmoyaeT opraHu3allMOHHbIE MEPBl U TeXHUYe-
CKHE CPECTBA 3alUThl HH(YOpMaLuH (B TOM 4Yuciie MU(poBaIbHbIE (KPHUIITO-
rpauyeckue) cpeicTBa, CpeACTBa MPeIoTBPalleH s] HECAHKIIMOHUPOBAHHOTO
JOCTyNa, yTeYKd HMHGPOpPMALUMU [0 TEXHUYECKUM KaHajlaM, MpOTrpaMMHO-
TEXHUYECKUX BO3JEHCTBUH Ha TeXHHYeckHue cpenctBa obpabotku [1/1H), a
TaK)Ke UCIIOJIb3yeMble B MH()OPMAIIMOHHON crcTeMe UH(OPMAIIMOHHBIE TEXHO-
JIOTHH.

OTH Mepbl IpU3BaHbl 00€CIEYHTh:

- KOHpHIEHNHAJIBbHOCT, UHpOpPMaIUU (3al[UTa OT HECAHKIUOHUPO-
BaHHOT'O O3HAKOMJICHHU);

- HeJIOCTHOCTL HMH(pOpManuu (aKkTyalbHOCTh U HEIPOTHBOPEYMBOCTD
UHGOpMaIMH, €€ 3alIMIIEHHOCTh OT Pa3pyLIeHHS U HEeCAHKIHOHHPOBAHHOIO
U3MEHEHUs ),

- AOCTYNHOCTb HHPOpMaLUH (BO3MOXKHOCTD 3a IPUEMIIEMOE BpeMsI I10-
JTy4uTh TpeOyeMyIo HHPOPMAHOHHYIO YCIYTY).

Craguu cozmanus C3I1]IH BKIIIOYAIOT:

- IPEANPOEKTHAs CTajiMsA, BKIIIOYAIOIIAasl MPEAIPOeKTHOE 00CIeI0BaHIE
UCIIH, pa3paboTKy TEXHHYECKOTo (YaCTHOrO TEXHMYECKOIo) 3aJaHus Ha ee
CO3/JaHuUE;

- CTajus NMPOEKTUPOBaHUA (pa3paboTKU NMpoeKkToB) M peanusanuu VC-
IT/Tn, Bxmrovaromas paszpaborky C3I1/u B cocrase UCIT/IH;

- cragus BBoja B jerctBue C3II/[H, BKIoyaromas ONBITHYIO dKCILTya-
TallMI0 U NPHEMO-CAATOYHBIE HCIBITAHUS CPEACTB 3alIUThl MH(OpMAluu, a
TaKoke oueHKy coorBercTBHs MICII/IH TpeGoBanusm Ge3omacHOCTH HH(pOpMa-
LHH.
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OpranuzanoHHble MEphl NPEAyCMATPUBAIOT CO3JJaHHe U TOIIEPIKaHUe
npaBoBoil 6a3pl Oe3omacHoctu I[1/[H u pa3paboTky (BBeneHHE B JeWCTBHUE)
npeaycMoTpeHHbIX [lonmutukolt wuHpopmaumonHoit OeszomacHoctu MCIIH
CIIEAYIOIUX OPraHU3allMOHHO-PACIOPSAAUTEIbHBIX JOKYMEHTOB:

- [Inan meponpusTuii no obecneyenuto 3amuTe! [1/[H npu ux o6pabdoTke
B UCII/IH;

- [Inan meponpusTHii 1o KOHTpOIO obecnedyenus 3anuthl [1/1H;

- [lopsimok pe3epBupoBaHus U BoccTaHOBIeHUs paboTocnocobHoct TC
u I10, 6a3 nanneix 1 C3U;

- lomxHocTHas uHcTpykuus anmuuauctparopa UCII/Ix B yactu obecne-
qyeHus 6ezonacHoctu I1/1H npu ux o6paborke B UCI1/IH;

- JlomKHOCTHAst HHCTPYKUMS aaiMuHUCcTpaTopa 6ezonacuoctu UCII/IH;

- lomxHocTHas uHCTpyKuMs nons3oBarens MCII/Iu B yactu obecreye-
Hus 6e3onacHoctu [1/1H npu ux o6padotke B UCII/H;

- UHcTpyKuMs Ha city4ail BOSHUKHOBEHHUS BHEIITATHON CUTYalUH;

- PexoMeHzanMy 1O KCMOJIB30BAaHUIO IMPOrPaMMHBIX U alllapaTHBIX
CPEACTB 3alUTHl HHPOPMaLUH.

TexHuyeckue Mepbl 3alUThl PeaTU3yIOTCs MPH MMOMOIIUA COOTBETCTBY-
IOIUX IPOrPaMMHO-TEXHUYECKUX CPEJCTB U METOJIOB 3AIIUTEHI.

IlepeueHp HEOOXOOUMBIX Mep 3aIIUTHI UHGOPMALUU OIPEAEAETCS I10
pesyipTataM BHyTpeHHer npoBepku 6e3omacHoctu UCIT(H Yupexnenus.
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2 3apauu C3I1/In

OcHoBHo#t nensto C3I1/H sBnsercs MUHUMHU3ALMS yiiepda OT BO3MOXK-
HOM peanu3anuu yrpos 6e3onacuoctu [1/1H.

JInst mocTKeHUs: OCHOBHOM 1enu cuctema 6e3omacHoctu [1/{a UCITIH
noJDKHa obecriednBaTh 3P GEeKTUBHOE pelleHre CIEeNYIOIMUX 3a1a4:

- 3alIUTy OT BMemareiabcTBa B mpouecc ¢yHkuuonuposanus UCIIIH
IIOCTOPOHHHUX JIUI] (BO3MOXHOCTH Mcnoab30BaHus AC U I0CTyn K ee pecypcaM
NOJDKHBI HMMETh TOJIBKO 3aperuCTPUPOBAHHBIE YCTAHOBJICHHBIM IOPSAKOM
T10JIb30BaTeNH );

- pa3rpaHUyYeHUE JOCTyNa 3aperiCTPUPOBAHHBIX IMOJIb30BaTeNIel K all-
napaTHBIM, IPOrpaMMHBEIM U HHGopMauuoHHbIM pecypcam UCIIIH (Bo3moxk-
HOCTb JIOCTYTIAa TOJIBKO K TEM pecypcaM M BBIIIOJHEHUs TOJIBKO TeX ONepalyii ¢
HUMH, KOTOpble HE0OX0AUMBbl KOHKpeTHBIM moib3oBatensM WCIIAH st BeI-
MIOJTHEHUSI CBOUX CIIy)K€OHBIX 005S3aHHOCTEM), TO €CTh 3aIlUTy OT HECAHKIIHO-
HUPOBAHHOI'O NOCTYyTIA:

a) Kk uHpopmauuu, nupkyiupyomei B UCI1/H;

0) cpencrBam BeraucnuTenbHoM TexHUkH UCIT/IH;

B) almapaTHbIM, IPOrpaMMHBIM U KpHUNTOrpadUyecKuM Ccpej-
cTBaM 3aIuThl, ucroynb3dyemsiM B UCIT/IH;

- perucTpauuIo ACHCTBUM MOJIb30BaTENEH IIPU UCII0JIb30BAHUU 3alllMIIa-
embIx pecypcoB MCII/IH B cucTeMHBIX XKypHallaX ¥ NEPUOANYECKHIA KOHTPOJIb
KOPPEKTHOCTU AEHCTBUN IOJIB30BaTENICH CUCTEMBI IyTEM aHalIu3a COAEpIKH-
MOT'0 3TUX )KYPHAJIOB;

- KOHTPOJIb LEJIOCTHOCTH (oOecrieueHre HEU3MEHHOCTH) Cpebl MCIOJ-
HEHHS IPOrpaMM U €€ BOCCTAaHOBJICHUE B CIIyyae HapylLIEHHUs,

- 3aIIMUTY OT HECAHKIIMOHUPOBAHHOW MOAU(PUKALMM W KOHTPOJb Ie-
noctHOCTH ucnonb3dyeMbiX B UCIT/IH nmporpaMMHBIX CpeCTB, a TaK)Ke 3aIIUTy
CHUCTEMBI OT BHEPEHUS HECAHKIIMOHUPOBAHHBIX ITPOTrpaMM;

- 3amuTy [IJIH OT yTeuku 1o TeXHUYeCKUM KaHaylaM Npu ee oOpaboTke,
XpaHEHUH U Iepesiade 1o KaHajlaM CBSI3H;

- 3amuty [I/IH, Xpanumoii, o6pabaTsiBaeMoil U mepegaBaeMoii Mo KaHa-
JIaM CB$I3H, OT HECAaHKIIMOHUPOBAHHOIO pa3rJIallieHUs] UM UCKaKEeHHUS,

- obecrieueHre >XUBYYECTH KPUIITOrpapuyYecKHX CPEeACTB 3alUThl HH-
(dopmaLuu NpU KOMIIPOMETAIMH YaCTH KIIIOYEBOW CHCTEMBI,

- CBOEBPEMEHHOE BBIABIIEHUE HCTOYHHUKOB yrpo3 OesomacHoctu I1/1H,
NPUYHMH U YCIIOBUH, CIIOCOOCTBYIOLIMX HaHeceHMIO yuiepba cyowsekram I1]IH,
CO3/IaHHEe MEXaHW3Ma OIEPATUBHOIO peardpoBaHuUsl Ha yrpo3bl 0e30MacHOCTH
I1/lH ¥ HeraTUBHbIE TEHIECHIIUH;

- CO3JJaHUe YCIIOBUM JUIi MUHUMHU3ALMK MU JIOKAJTU3ALMK HAHOCHMOI'O
yiepba HEernpaBOMEPHBIMU IEUCTBUAMH (GH3MYECKHX U IOPHAWYECKHX JIHII,
oclabjeHue HEeraTHBHOIO BIMSHHS M JIMKBHIALMS TOCJIEICTBHI HApyIIEHHs
6e3omacuoctu IT/]H.
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3 O0beKThI 32 UTHI
3.1 Ilepevyenb HH(POPMALHOHHBIX CHCTEM

B Vupexnenun npousBogutcsi oOpaboTka NEpCOHANBHBIX JaHHBIX B
MH(POPMAIIMOHHBIX cUcTeMa 00paboTku nepcoHanbHbIX AaHHbIX (MCIT/IH).

[Tepeuens MCII/[In onpenensiercst Ha ocHoBaHMM OT4eTa 1Mo pe3yJbTa-
TaM BHYTPEHHEHN IIPOBEPKH.

3.2 IlepeyeHb 00BEKTOB 3a LU THI

OObexkTamMu 3alUTHI ABJISIOTCS — HHGOopManus, oopabaTeiBaemas B VIC-
IT1/11, 1 TexHUYecKUe cpeicTBa ee 00pabOTKM M 3amuThl. IlepeueHs mepco-
HaJBHBIX JaHHBIX, MOJJIeXalue 3aiure, onpeneneH B [lepedyne mepcoHanb-
HBIX JAaHHBIX, mojiexxamux 3ammure B UCIT/I.

OOBeKTHI 3alUTHI BKIIIOYAIOT:

1) O6pabaTreiBaeMas uH(GOpMaLus.

2) Texnonoruyeckast uH(GoOpMaIus.

3) [IporpaMMHO-TEXHUYECKUE CpeACTBa 00pabOTKH.

4) Cpencrsa 3amutsl [1/1H.

5) Kanansr unopmanimoHHoro ooMeHa U TeIeKOMMYHHUKALUH.

6) OOBeKTsl U MOMEIIEHHs], B KOTOPHIX pa3MelleHbl komnoHeHTsl MC-
I11n.
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4 Knaccndukauus nosan3osareneidt UCIIIn

[Tons3oBarenem UCII/IH siBnsieTcs MO, ydyacTByiomee B (yHKIMOHU-
pOBaHUU UH(GOPMALIMOHHOW CHCTEMBI MEPCOHANBHBIX JAaHHBIX WM HCIIONb3Y-
ouiee pe3ynbTarhl ee pyHkuuonuposanus. [lonszoBarenem UCII/H sBnsercs
moboii cotpynHuk Yupexaenus, umerommii noctyn k UCII/Ia u ee pecypcam
B COOTBETCTBUHU C YCTAHOBJICHHBIM IMOPSJIKOM, B COOTBETCTBUH C €ro (QyHKIH-
OHAJIbHBIMU 00SI3aHHOCTSIMH.

ITons3oBarenu UCII/Ix nenstcs Ha TpH OCHOBHBIE KaTErOpPHUH:

1) AamuuauctpaTtop UCIIAn. CoTpyaHuKku YupexaeHus, KOTopble 3a-
HUMAIOTCSI HACTPOUKOM, BHEAPEHUEM U COTIPOBOXKIACHHUEM CHUCTEMBI. AJIMUHHU-
ctpatop UCII/In o6nanaeT cieayomuM ypoBHEM JOCTyTa:

- obnasaer noiaHOW MH(OpPMAaLMEed O CUCTEMHOM M IPUKIIATHOM
nporpammHoM obecnieyenuu UCTI/IH;

- obnasaer nmosHOM MHQOpMalMeld O TeXHHYECKHX CpelCTBaxX U
koHpuryparuu UCI1/1H;

- UMeeT JOCTYNl KO BCeM TEXHHYECKHUM cpelcTBaM 00paboTku
uHpopmanuu u nanasiM UCITH;

- o0najaer nmpaBaMu KOH(UIYpUpOBaHUS M AAMUHHCTPATHBHON

HacTpoiku TexHuudeckux cpencts UCII/H.

2) Iporpammucr-paszpadorunk UCIAu. CoTpyaHuku YupexaeHus
WINA CTOPOHHUX OpraHU3aluii, KOTOpbIe 3aHUMAIOTCS pa3pabOTKON MporpaMMm-
Horo obecneuenus. Pazpaborunk UCII/IH obnanaer cieayiomum ypoBHEM J10-
cTyna:

- obnanaer uHpopManueit 06 anropuT™Max U mporpammax obpa-
6otku unpopmanuu Ha UCI1/IH;
- o0najaeT BO3MOXKHOCTSIMM BHECEHHUS OIIUOOK, HEeIeKJIapupo-

BaHHBIX BO3MOJKHOCTEH, MPOTrpaMMHBIX 3aKJIaJJOK, BPEIOHOCHBIX IPO-

rpamm B nporpammuoe obecriedenne UCIT/IH Ha ctaauu ee pa3paboTkw,

BHEJIPEHUS U COTPOBOXKICHHUS,

- MOXKET pacmoJiaraTh JIOOBIMH (parmMeHTaMu HHG(OpPMALUU O
tonojorud MCII/IH U TexHu4Yeckux cpeiacTBax oOpaGOTKH M 3aIlUTHI

[1/11, o6pabaTtsiBaembix B ICIT/H.

3) Onepatop MCII[{n. CoTpyAHHMKH TMOApa3fesieHHi Y4UpexaeHus
yudactByromux B npouecce skcruryarauuu MCIIu. Oneparop UCII/In o6na-
JlaeT CIeAYIOUINM YPOBHEM JIOCTYIIA:

- o0azaer BceMH HEOOXOMUMBIMHU aTpubyTamu (Hampumep, mna-
posieM), oOecrnedyuBalOUIMMU JOCTYIl K HEKOTOPOMY ITOJAMHOXECTBY
[1/1H;

- pacrioyaraetT KoH(QUAeHIUAIBHBIMU JaHHBIMHU, K KOTOPbIM HMe-
eT JOCTYII.

Kareropuu monb3oBaTeneil JODKHBI OBITH OINpeNeNeHbl IS KaXIoi
HCIIdn. lomxHO OBITH YTOUHEHO pa3fielieHHe COTPYJHUKOB BHYTPH KaTero-
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pHii, B COOTBETCTBUH C TUIIAMHU I0JIb30BaTesel onpeaeneHHBIMU B [TonuTrke
MH(OPMAIIMOHHOM 0€30MaCHOCTH.

Bce BrbIsiBIeHHBIE IPYIIBI MTOJIb30BaTeNei oTpakatores B OTyerte 1o pe-
3yJbTaTaM BHyTpeHHel npoBepku. Ha ocHoBanum OTyera onpenenstoTcs mpa-
Ba fnocryna Kk aneMeHTam VICII/IH s BceX rpymm IoJib30BaTesiei U oTpaxa-
forcsi B Marpuue nocryna B [Toyio)keHUM O pa3rpaHHYEHHUH NpaB AOCTYIa K
o0pabaThIBaeMbIM NEPCOHAIBHBIM JTaHHBIM.
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S OcHOBHBIE NPUHIMIILI MOCTPOEHHUSI CHCTEMbI KOMILJIEKCHOM
3aIMThl HH(pOPMaLUH

[Toctpoenue cucrembl obecneuenus OezonmacHoctu [Tl HUCII/IH
YupexxaeHuss U ee (yHKIMOHUPOBAHUE NOJDKHBI OCYIIECTBIATHCS B COOTBET-
CTBUHU CO CIEAYIOLUIUMH OCHOBHBIMU IIPUHIUAIIAMM:

- 3aKOHHOCTb;

- CUCTEMHOCTb;

- KOMIUIEKCHOCTb;

- HENPepBIBHOCTE;

- CBOE€BPEMEHHOCTD;

- IPEEMCTBEHHOCTh U HENIPEPBIBHOCTH COBEPIIEHCTBOBAHUS;

- IIepCOHAaJIbHAsi OTBETCTBEHHOCTD;

- MUHUMU3aLMS TOJTHOMOYHIA;

- B3aUMOJIEUCTBUE U COTPYAHUYECTBO;

- THOKOCTh CUCTEMBI 3aIllUTHI;

- OTKPBITOCTH aJITOPUTMOB U MEXaHU3MOB 3alLIUTHI;

- IPOCTOTA NPUMEHEHHS CPE/ICTB 3aILUTHI;

- Hay4yHasi 000OCHOBAHHOCTh M TEXHUYECKasl Pealu3yeMOCTh;

- Crieuanu3anms 1 npohecCuoOHaIN3M;

- 00513aTeIbHOCTh KOHTPOJIS.

5.1 3akonHocThb

[Ipeanonaraer oCyleCTBIEHUE 3aIUTHBIX MEPONPHUATUN U pa3paboTKy
C3I11H YupexxaeHus B COOTBETCTBUM C JEHCTBYIOIMUM 3aKOHO/IATEIHCTBOM B
obnactu 3amutel I1/[H 1 Apyrux HOpPMATHBHBIX aKTOB IO 0€30MACHOCTH WH-
bopmanuy, yTBEpPXKISHHBIX OpraHaMy roCcy1apCTBEHHOM BJIACTH U YIIpaBJICHHS
B IIpefiesiax UX KOMIIETeHIINH.

[Tonb3oBatenu u obcemyxuBaroumii nepconan I1lu UCITJn Yupexne-
HUS JOJDKHBI OBITH OCBEIOMJIEHBI O MOpsIAKe paboThI ¢ 3aluiaeMoi HHdop-
Maluei u 00 OTBETCTBEHHOCTH 3a 3auuThl [1/1H.

5.2 Cucremnocrhb

Cucremnsiit noaxon k nocrpoeruto C3I1/IH YupexxneHus npeamnoaraet
y4eT BCEX B3aMMOCBS3aHHBIX, B3aHUMOJEHCTBYIONIMX H W3MEHSIOUIMXCS BO
BPEMEHH 3JIEMEHTOB, YCIOBHH U (h)aKTOPOB, CYNIECTBEHHO 3HAYUMBIX JJIS I10-
HYMaHus U pemeHus npobinemsl obecnieuenust 6e3onacuoctu I[1In UCIIIn
VYupexaenus.

IIpu co3manuy cUCTEMbI 3aIIUTHI JOJKHBI YYUTBIBATHCS BCe clabble U
Hanbolee ys3BUMBIE MecTa cucTeMbl 06pabotku I1/IH, a Takke Xapakrep, BO3-
MO>)KHBIE OOBEKTHI M HalpaBJICHHUs aTak Ha CUCTEMY CO CTOPOHBI HapyLIUTeNeld
(0cOOEHHO BBICOKOKBATH(DUIIMPOBAHHBIX 3JI0YMBIIUIEHHUKOB), ITYyTH IPOHHK-
HoBeHUs B pacrnipenenenHsie cucteMsl 1 HCJL x uapopmanmu. Crucrema 3amu-
TBI JOJDKHA CTPOUTBCS C YYETOM He TOJIBKO BCEX U3BECTHBIX KaHAJIOB MPOHUK-
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HOBCHHS H HCII K I/IH(i)OpMaHI/II/I, HO U C YyYETOM BO3MOXXHOCTH IIOABJICHUSA
IIPUHIHUITHAJIIBHO HOBBIX HYTeﬁ peaiu3aluu yrpo3 0e30MmacHOCTH.

5.3 KoMImJIeKCHOCTDL

KommekcHoe ucnosib30BaHre METOJIOB U CPEACTB 3allUTHI IIpearnoara-
€T COrJJaCOBaHHOE MPHUMEHEHHE Pa3HOPOIHBIX CPEJACTB MPHU IMOCTPOCHUHM Lie-
JIOCTHOM CHUCTEMBI 3alIUTHI, NIepEeKPhIBAIOIIEN BCe CYIIECTBEHHBIE (3HAUUMBIE)
KaHaJbl peajii3alldi Yrpo3 U He cojepikaiield ciabblXx MeCT Ha CThIKaxX OT-
NeNbHBIX €€ KOMIIOHEHTOB.

3amura OJDKHA CTPOUTHCS SHIeNOHMpoBaHO. Jlis kaxaoro kaHana
yTeYKd HH(POpMalUU MU i KaxJA0H yrpo3sl 0e30MacHOCTH IOJDKHO Cylle-
CTBOBAaTh HECKOJBKO 3alIUTHBIX pyOexeit. Co3maHue 3alUTHBIX pyOexein
OCYIIECTBIISIETCS. C YY4ETOM TOr0, YTOOBI JUIsl MX IIPEOIOJICHHUS] TOTEHLMAIBHO-
My 3JI0yMBIIUIEHHHKY TpeOoBaiuch MpodeccuoHalbHble HAaBBIKM B HECKOJIb-
KHUX HEeB3aUMOCBSI3aHHBIX 00JIaCTsX.

BHemHss 3amuTa A0DKHA o0ecreuuBaThes (PU3NYECKUMU CPECTBaAMH,
OpraHU3allMOHHBIMU U MPaBOBBHIMU MepaMu. OIHUM U3 Haubojee yKperuieH-
HBIX pyOerxel Mpu3BaHbl OBITh CPECTBa KPUNTOrpahUIeCKOi 3alUThI, peaiu-
30BaHHBIe ¢ ucnonab3oBaHueM TexHonoruu VPN. [lpuknagHoit ypoBeHb 3amiu-
Thl, YYUTHIBAIOIIUN OCOOEHHOCTH MpPEAMETHON 00JIaCTH, IpeCTaBIseT BHYT-
PEHHUI pyOesx 3alllUThI.

5.4 HenpepbiBHocTh 3amuThl [1{H

3amuTta [1/lH — He pa3oBoe MepoIpusTHE U HE IMPOCTasi COBOKYITHOCTh
IIPOBEJICHHBIX MEPOIPHUATUN M YCTAHOBJIEHHBIX CPEJICTB 3allUThl, a Herpe-
PBIBHBIN LieJI€HAINIpaBIEHHBIN NpoLece, Ipeanoiaralioiii NpUHITHE COOTBET-
CTBYIOILIMX Mep Ha Bcex 3Tanax xu3HeHHoro uukia UCI/H.

NCTI/IH 10omKHBI HAXOAUTHCS B 3alIUIIEHHOM COCTOSHUM Ha IMPOTSDKe-
HHUU BCEro BpeMEeHU UX (QYyHKIHOHHPOBAHUSA. B COOTBETCTBHH C 3TUM IPUHIIH-
IIOM JIOJDKHBI NPUHUMATHCS Mephl no HepomyuieHuto rnepexoxa MCIIIH B
HE3alUIIEHHOE COCTOsTHUE.

BonbIMHCTBY (U3UYECKUX U TEXHUYECKUX CPEACTB 3aIUMTHI Ui d¢-
(eKTHBHOTO BBINOJIHEHUSI CBOMX (DYHKIMI HE0OX0UMa MOCTOSIHHAS TEXHUYE-
CKas ¥ OpraHu3alMOHHas (aJMUHUCTpPATHUBHAs) MOJJEp)KKa (CBOeBpeMeHHas
CMeHa M obecrieyeHne MPaBUILHOIO XpaHeHHs U IPUMEHEHHUs] UMEH, TapoJiei,
KJIIo4el Mu(ppoBaHus, Mepeornpe/ielieHre MOJHOMOYH U T.11.). IlepepsiBbl B
paboTe CpPeACTB 3aLUTHI MOTYT OBITh UCIIOJIE30BAHbI 3JI0YMBILIUICHHUKAMHE 15
aHaJIM3a NMPUMEHSEMBIX METOZOB M CPEJCTB 3alllUThl, [l BHEIPECHUS CIICLH-
aJIbHBIX MPOrPaMMHBIX M aNlapaTHBIX "3aKiIafoK" U JAPYruX CPeiCTB MPeojo-
JICHHSl CHCTEMBI 3aILUTHI [10CJIe BOCCTAHOBIIEHHS €€ (yHKIMOHUPOBAHMSI.

5.5 CeoeBpemennocTb

IIpennonaraer ynpexxaaomuit xapakrep Mep obecrieueHus 0e30macHo-
ctu I1/18, To ecTh mocTaHOBKY 3ama4 1o komruiekcHoi 3amure MICIT/{a u pea-
nu3anurio Mep obecredenus 6esonacHocty [1/]H Ha paHHUX CTaausaX pa3paboT-
ki UCII/IH B 11e710M U ee CUCTEeMBI 3allUThl HH()OpMAIMU, B YaCTHOCTH.
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Pa3zpaGoTka cuCTEMBI 3alUTHI JOJDKHA BECTUCH IapajljIeNIbHO C paspa-
OOTKOW M pa3BUTHUEM CaMOM 3alUIIAEMON CHUCTEMBI. DTO IO3BOJIUT Y4YECThb
TpeboBaHus 6€30MaCHOCTH IPU MPOEKTUPOBAHUU aPXUTEKTYPHI U, B KOHEYHOM
cueTe, co3uarh Oosee 3¢ (dekTuBHBIE (Kak IO 3aTpaTaM pecypcoB, TaK U IO
CTOMKOCTH) 3aIUIICHHbIE CUCTEMBI.

5.6 IlpeemMcTBEHHOCTH H COBEPIICHCTBOBAHHE

[IpenmnomnaraioT MOCTOSHHOE COBEPIICHCTBOBAaHHE MEP U CPEJICTB 3ally-
TBI HUHGOPMAIIMH Ha OCHOBE MTPEEeMCTBEHHOCTH OpraHU3allMOHHBIX U TeXHUYE-
CKHX pelLIeHH#, KaJpoBOro cocrasa, aHaiu3a ¢yHkuuonuposanus UCII/Ix u
€e CHCTEMBI 3alIUTHI C YYETOM M3MEHEHUH B METOJIaxX U CpeJCTBaxX NepexBaTa
uH(pOpMaIK, HOPMATHUBHBIX TPeOOBaHWM MO 3aIIUTe, JOCTUTHYTOrO OTeye-
CTBEHHOT0 U 3apy0e)XHOro OIbITa B 3TOM 00JIacTH.

5.7 llepconajibHasi OTBETCTBEHHOCTh

[Ipennonaraer BO3J0XEeHUE OTBETCTBEHHOCTH 3a obecreyeHue Ge3omnac-
HocTH [1/1H 1 cucteMsl uX 00paboTKH Ha KaXKI0T0 COTPYJHHUKA B Ipe/ieax ero
MOJIHOMOYMA. B COOTBETCTBMM C 3TUM TPHUHLMUIIOM pacrpeieNeHne NpaB U
00s13aHHOCTEH COTPYIHUKOB CTPOUTCS TaKUM 00pa3oM, 4ToOBI B Ciiydae 1000-
ro HapyIIeHUs Kpyr BUHOBHUKOB ObUI Y€TKO U3BECTEH WJIM CBEJIeH K MUHUMY-

My.
5.8 IIpyHUHUN MUHHUMH3ALHH OJTHOMOYHIA

O3HavaeT npenocTaBiIeHHe MOJIb30BaTEISIM MUHUMAJIBHBIX MPaB JOCTY-
ma B COOTBETCTBUHU C IMPOU3BOJCTBEHHON HEOOXOIMMOCTHIO, HA OCHOBE IIPHUH-
I[UIIa «BCE, YTO HE pa3pelIeHo, 3arpeiieHo.

Hoctyn k I1JIH gomkeH npeaocTaBiIsThCs TOJIBKO B TOM Cllydae U 00be-
Me, €ClId 3TO HeOOXOOUMO COTPYJIHHKY JUIS BBIIOJHEHHUS €ro JOJDKHOCTHBIX
00s13aHHOCTEH.

5.9 B3anmopaeiicTBHE H COTPYAHHYECTBO

[Ipennonaraer co3gaHue OaronpusATHOW aTMochepbl B KOJUIEKTUBAX
noapasneneHuii, obecneunBaomux aesrensHocts UCITAn Yupexnaenus, ans
CHIDKEHHS] BEpOSITHOCTH BO3HUKHOBEHHUSI HETATUBHBIX JCHCTBUN CBSI3aHHBIX C
YeJI0BeYeCKUM (aKTOPOM.

B Takoit 06cTaHOBKE COTPYIHHUKH JOJKHBI OCO3HAHHO COOJIIOAaTh ycTa-
HOBJICHHBIE NpaBUJIa U OKa3bIBaTh COACHCTBHUE B JESATEIBHOCTU IOApa3elie-
HUHN TEXHUYECKOU 3aIIUTHI HH(OPMAIUH.

5.10 I'n6xocThb cucrembl 3amuThl I1/n

[IpuHsATEIE MEphl M YCTAHOBIIEHHBIE CPEICTBA 3alUTHl, 0COOEHHO B
HaYyaJIbHBIN MEPHOJ UX KCIUTyaTalliy, MOTYT obecreunBaTh KaK Ype3MepHBIi,
TaK ¥ HEeJOCTaTOYHBIA ypOBEeHb 3alIUTHL. J{1s obecriedeHns: BO3SMOXKHOCTH Ba-
PBMPOBAaHUsl YPOBHEM 3alMIIEHHOCTH, CPEACTBA 3alIUTHI JOJDKHBI 00J1aaTh
omnpezieIeHHONH THOKOCThIO. OCOGEHHO Ba)XKHBIM 3TO CBOMCTBO SIBJISIETCS B TEX
Clly4yasX, KOrja yCTaHOBKY CpPEACTB 3alIUThl HEOOXOOUMO OCYILECTBIIATH Ha
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paboTaronlyo CUCTeMy, He Hapyllas Ipolecca ee HOPMaJIbHOro (GyHKIHOHU-
pOBaHUSI.

5.11 OTKpBITOCTH AJITOPHTMOB H MEXaHHU3MOB 3aLIHThI

CyThb mpHHLHMIIA OTKPBITOCTH QJTOPUTMOB U MEXaHHU3MOB 3alUTHI CO-
CTOMT B TOM, YTO 3aIllUTa HE JOJDKHA 00ECIIeUunBaThCS TOIBKO 3@ CYET CEKpeT-
HOCTH CTPYKTYPHOM OpraHM3alliy U aJrOPUTMOB (QYHKIIMOHUPOBAHUS €€ MOJ-
cucTeM. 3HaHHE AJIrOPUTMOB pabOTHI CUCTEMBI 3alUTHI HE JOJDKHO J1aBaTh
BO3MOXXHOCTH ee IpeojosieHus: (naxe aBropaM). OgHaKo, 3TO HE O3HAYaer,
4T0 MH(OpPMAIUs 0 KOHKPETHON CUCTEMe 3alIUThI 10JDKHA ObITh 00Ien0CTy -
Ha.

5.12 IIpocToTa NpUMeHEeHUsI CPeACTB 3AIUUThI

MexaHU3MBI 3aIIUTHI JOJKHBI OBITh HHTYUTHUBHO ITOHSTHBI U IIPOCTHI B
ucnonb3oBaHuu. [IpuMeHeHne cpencTB 3alUThl HEe JOJDKHO OBITH CBSI3aHO CO
3HAaHUEM CIIEeLUAJbHBIX SI3BIKOB WJIM C BBINIOJIHEHUEM JeHCTBUH, TpeOyrommx
3HAYUTENbHBIX JOMOJHUTENBHBIX TPyAO3aTpaT Impu OoOBIMHON paboTe 3aperu-
CTPUPOBAHHBIX YCTAHOBJICHHBIM IOPSIKOM I0JIb30BaTelNel, a Takke He JOJDK-
HO TpeOoBaTh OT MOJIB30BATENSI BHIIIOJHEHUS] PYTUHHBIX MAJIOTIOHATHBIX €My
onepauuii (BBOA HECKOJIBKUX MapoJiel 1 UIMEH U T.1I.).

JlomkHa JOCTUraThCsl aBTOMATHU3alMs MAaKCUMAJIBHOTO YHCiia IeUCTBUI
nons3oBarenei u agmuauctpatopoB UCITI/IH.

5.13 Hayynasi 000CHOBAHHOCTb M TEXHHYECKAs PeajIu3yeMOCTh

HNudopmallMoHHBIE TEXHOJIOIMH, TEXHUYECKHE M IMPOrpaMMHBIE Cpejl-
CTBa, CPEACTBA U MEpHI 3aIIUTH HH(OPMALIUU JTOJDKHBI OBITH pealn30BaHbl Ha
COBPEMEHHOM YpPOBHE pa3BUTHSl HayKH U TEXHUKH, HaydyHO OOOCHOBaHBI C
TOYKH 3pEHHUsI JOCTMXKECHHUS 3aJaHHOTO YPOBHS 0e30MacHOCTH MHPOpMALUU U
JOJDKHBI COOTBETCTBOBATh YCTAHOBJIEHHBIM HOpMaMm U TpeGoBaHUSIM 1o Oe3-
ornacHoctu [1/1H.

C3I1dn nomxkHa OBITH OPUEHTUPOBAHA HA PEIIEeHHUs, BOSMOXKHBIE PHCKH
JUIsE KOTOPBIX M MEphl NMPOTUBOAECHCTBUS 3TUM PUCKaAM IMpPOILIA BCECTOPOH-
HIOIO TEOPETHYECKYIO U IIPAKTHYECKYIO IIPOBEPKY.

5.14 Cnenunanu3anusi 1 npoecCHOHAIH3M

IIpennonaraer npuBneyeHue K pa3paboTKe CPEICTB U Pealn3aluid Mep
3aIUThl MHQOPMAIUK CIeLUATU3UPOBAHHBIX OpPraHU3allkii, HauboJjee Mmoaro-
TOBJIEHHBIX K KOHKPETHOMY BUJly JI€ATENILHOCTH 110 o0ecreueHnio 6e30macHo-
crd I1/IH, MMeroImuX OMNBIT NPaKTUYECKON paboThl U TOCYJAPCTBEHHYIO JIHIIEH-
3UI0 Ha IPaBO OKa3aHMs YCIYyr B 9TOH obnactu. Peanusanust aAMUHUCTpPATHB-
HBIX MEp ¥ 3KCIUIyaTallys CPEACTB 3aIllUThI JOJDKHA OCYIIECTBIATHCS podec-
CHOHAJIHO MOJrOTOBIEHHBIMH CIICIIMATACTAMHU Y YPEXKICHHUSI.

5.15 Obs13aTeIbHOCTH KOHTPOJIS

Hpe,unonaraeT 00513aTeNNBEHOCTD U CBOCBPEMEHHOCTL BBISABIICHUS U IIpE-
CEYCHHUs IIOIBITOK HApPYUICHUS YCTAHOBJICHHBIX IIPpaBHII obOecrieyeHus: 6e3-
OIMIaCHOCTH HI[H Ha OCHOBE€ HCIIOJIB3YEMBIX CHUCTEM M CPEACTB 3alllMTBl WH-
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¢dbopmMalMU NpU COBEPIICHCTBOBAHUU KPUTEPHUEB U METONOB OLIEHKH dddek-
TUBHOCTHU 3TUX CUCTEM U CPEJICTB.

KoHTpomnb 32 1eaTebHOCTRIO JIF0OO0T0 MOJIb30BaTeNs, KaXA0T0 CPeACcTBa
3alUThl 1 B OTHOIIEHHUH JIFOOOr0 00BEKTa 3alIUTHI JOJDKEH OCYIIEeCTBIISATHCS
Ha OCHOBE IIPUMEHEHUs CPE/CTB OIEPATUBHOIO KOHTPOJISI U PETUCTPALUU U
JIOJDKEH OXBaTbIBAaTh KaK HECAaHKIMOHUPOBAHHbIC, TAK U CAaHKI[MOHUPOBAHHBIE
JICMCTBUS MOJIL30BATEJIECH.

23



6 Mepbl, MeTOABI U CpeAcTBa o0ecneyeHus TpedyemMoro ypoBHsi
3aIMIIEHHOCTH

ObecrieueHue TpeOyeMoro ypoBHs 3allUIICHHOCTH JOJDKHOCTH HOCTH-
raTthCs C MCIIOJIb30BaHHEM Mep, METOJIOB U CpeicTB GezonmacHOCTU. Bee Mephl
obecrneyenus 6ezonacuocty UCII/In noapaznensiorcs Ha:

- 3aKOHO/aTeJbHbIE (IIPaBOBBIE);

- MOpaJIbHO-3THYECKHUE;

- OpraHU3alMOHHbIE (aIMUHUCTPATUBHEIE);

- huznueckue;

- TEXHHYECKHUE (armnaparHblie U IPOrpaMMHBIE).

[TepeueHp BBIOpaHHBIX Mep obecrieueHus: 6€30MaCHOCTH OTpaXkaeTcs B
[Tnane MeponpHUATHH 110 00eCIIeYeHUIO 3allUThI IEPCOHATBHBIX JaHHBIX.

6.1 3akonoaarenbHble (MIpaBOBbIe) MepPbl 3ALUHTHI

K mpaBOBBIM MepaM 3alUThl OTHOCSATCS ACUCTBYIOIIME B CTPaHE 3aKo-
HBI, YKa3bl © HOPMAaTHUBHBIE aKThI, perJlaMeHTHPYIOIINE MTpaBUia 0OpaleHus ¢
[1/{1, 3akperuisiomye mnpaBa U 00A3aHHOCTH YYaCTHHUKOB HMH(OPMALMOHHBIX
OTHOLIEHHH B Ipolecce ee 00pabOTKU U MCIIOJIb30BaHUS, a TaKXKe yCTaHaBIIH-
BalOIIMe OTBETCTBEHHOCTh 32 HApYyIIEHWsS 3TUX MPaBUJI, MPEINATCTBYsS TEM ca-
MBIM HENpaBOMEPHOMY HCIoNb30oBaHMIO [1/H U sBisIomuecs caepKUBarOIUM
(bakTOpOM ISl MOTEHIUATBHBIX HApYyLIUTENeH.

[TpaBoBBIE MepHI 3aIIUTHI HOCAT B OCHOBHOM YIPEeXIAIOMIUi, mpodu-
JIAKTUYECKUI XapakTep U TPeOYIOT IMOCTOSIHHOW pa3bsICHUTENLHON paboThl €
TI0JIB30BATENISIMUA U 00CITY>KUBAIOLIUM NEPCOHATIOM CHCTEMBI.

6.2 MopanbHO-3THYECKHE MepPbl 321U ThI

K MOpanbHO-3THYECKHM MepaM OTHOCSTCSI HOPMBI IIOBEJCHHUS, KOTOPBIE
TPaAMLIMOHHO CIIOKWINCh WIM CKJIQJbIBAIOTCS IO Mepe pacHpOCTpaHEHUs
OBM B ctpaHe wiu obuiecTBe. DTH HOpPMBI OOJIBLIEH YacTbIO HE SBIISIOTCA
o0s3aTeNbHBIMU, KaK 3aKOHOIATeJIbHO YTBEp)KICHHbIE HOPMAaTHUBHBIE AaKTBhI,
OJIHaKO, UX HecoOIo/ieHne BefleT OOBIYHO K MaJeHUIO aBTOPHUTETA, IPECTUXa
YeJioBeKa, PYIIbI JIUL WX OpraHu3aii. MopaibHO-3THYeCKHe HOPMBI ObI-
BAaIOT KaK HemucaHble (Harmpumep, oOuienpu3HaHHble HOPMbI YE€CTHOCTH, MaT-
pHOTH3MA U T.I.), TaK U MHUCaHbIE, TO €CTh O(POPMIICHHBIE B HEKOTOPBINA CBOJ
(ycraB) mpaBUII WM NPEATIACAHUH.

MopanbHO-3THYECKHE Mephl 3aIUTHI SABISIIOTCS MPO(YUIAKTUIECKUMH U
TpeOyIOT MOCTOSIHHOM paboTHI 10 CO3AHUIO 3J0POBOIO MOPAJIBHOIO KIMMaTa
B KOJUIEKTUBaX Iojpa3zieneHuii. MopalpHO-3THYeCKHe Mephl 3aIlUThl CHIXKa-
IOT BEPOSITHOCTh BO3HUKHOBEHMSI HEraTUBHBIX IEHCTBUI CBSI3aHHBIX C YeJIOBe-
4eCKUM (aKTOPOM.

6.3 Opranuzanuonnsie (AAMHHHCTPATHBHbIE) MePbI 3aLIHTHI

OpranuzanroHHble (aAMUHUCTPATUBHBIE) MEPHI 3aILUTHI - 3TO MEPHI Op-
raHM3allMOHHOTO XapaKTepa, periiaMeHTHPYIOUIMe MpOoLecChl ()yHKIHOHUPO-
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Banus MCIIIn, ucnons3zoBanue pecypcoB UCII/H, nesarenbHOCTh 00CTyXHu-
BAIOLIEro IEpPCOHaJIa, a TaKXKe IMOPSJIOK B3aUMOJAEHCTBUS IOJI30BATENECH C
UCIIH Takum 0OpazoM, 4TOObI B HAUOOJIbIIEH CTENIeHH 3aTPYIHUTH HIIA HC-
KJIIOYUTh BO3MOXKHOCTH peaiu3aliy yrpo3 6€301acHOCTH UM CHU3UTH pa3Mep
IIOTEPH B CIIy4yae UX peau3alyi.

['maBHas Lenb aIMUHUCTPATUBHBIX Mep, MPEANPUHAMAEMBIX Ha BBICIIEM
yIpaBJlIeH4YeCKOM ypoBHE — chopmupoBath [Tonutuky uHGpOpManuoHHON 6e3-
omacHocty I1/IH (oTpaxaromryro moaxobl K 3amure nHGopmauuu) u obecne-
YUThH €€ BHINIOJIHEHUE, BRI HEOOX0AUMBIE PeCypChl U KOHTPOJIUPYS COCTO-
sIHUE Jel.

Peanuzanus [lonutuku unbopmanmonHoit 6ezonacHoctu [1/n B UC-
[1/TH cocTOST U3 Mep aAMUHUCTPATUBHOIO YPOBHS U OpraHU3allMOHHBIX (TIpO-
[eIyPHBIX) Mep 3allUThl HH(OPMAIUH.

K agMuHUCTpaTUBHOMY YPOBHIO OTHOCSITCSI pPEIIeHHs] pyKOBOICTBA, 3a-
tparuBatoue aestensHocTs UCII/(H B nenoM. DT pemeHus 3aKperisorcs B
[Tonutuke uHpopmanroHHOM Ge3onmacHocTH. [IpuMepoM Takux pemeHuit Mo-
T'yT OBITE:

- IPUHATHE PEIIeHUs O (OPMUPOBAHUHU WM MEPECMOTPE KOMILIEKCHOMN
nporpaMmMmsl obecrieuenust 6ezonacHoctH I1/[H, onpezneneHre OTBETCTBEHHBIX
3a ee pealu3aluIio;

- ¢popMynMpoOBaHHe 1ieJiel, TOCTaHOBKa 3ajay, ONpe/esIeHue Halpasiie-
HUH JeITeIbHOCTH B 00act 6e3omacHocTtu I1]1H;

- IPUHATHE PELICHHUI [0 BOIpOcCaM peayd3alliy Iporpammsl Ge3omnac-
HOCTH, KOTOPbIE PaCCMaTPUBAIOTCS HAa YPOBHE YUPEXKICHHUS B LIEJIOM;

- obecrieueHre HOPMAaTUBHOM (IPaBOBO) 6a3bl BOPOCOB O€30MacHOCTH
U T.IL

[TonuTHKa BEpXHEro ypOBHS JOJKHA YETKO OYEPTHUTH Cepy BIUSHUSI U
OrpaHUYEHHs NpU ompejaeneHun ueneil 6ezomacHoctu [1/{H, onpenenuts ka-
KHUMH pecypcamu (MaTepuaibHble, IEpCOHaN) OHU OYIyT JOCTUTHYTHl U HAWTH
pasyMHBI KOMIIPOMHUCC MEXJIy INpUEeMIIEMBIM YpPOBHEM O€30MacHOCTH H
¢ynxumronansHocTsio UCIT/H.

Ha opraHu3anioHHOM ypOBHE OIIpeJessIOTCS MpOLEeAypbl M IpaBHia
JOCTHXKEHHUs Liesie U pemeHus 3aaa4 [lonmutuku nndopmanmonHoit 6e3omac-
HoctH [1/[H. DTH npaBuIia onpenensior:

- KaKoBa 00J1acTh IPUMEHEHUs MOUTUKU Oe3onacHocTy [1/1H;

- KaKOBBl pOJIX U OOS3aHHOCTU JOJDKHOCTHBIX JIMII, OTBEYAIOLIWE 3a
npoBeJieHre NMOIUTUKH Oe3onmacHocTH I1/IH, a Tak ke MX yCTaHOBHTH OTBET-
CTBEHHOCTE;

- KTO UMeeT IpaBa goctyna K [1/H;

- KaKMMH MepaMU U cpeAcTBaMH obecrieunBaeTcs 3amuta [1/]H;

- KAKMMH MEpPaMH U Cpe/iCTBaMH 00ecredynBaeTcsi KOHTPOJIb 3a COOJII0-
JI€HUEM BBEJIEHHOT'O peXxuMa 0e30MacHOCTH.

OpFaHHBaHI/IOHHBIe MEPBI JOJIXKHBI:
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- IpeAyCMaTpUBaTh perjiaMeHT MH(POPMAIMOHHBIX OTHOIICHUH, UCKITIO-
YalOIIUX BO3MOXXHOCTh HECAaHKIIMOHUPOBAHHBIX JAEWCTBHIA B OTHOLIEHHH 00B-
€KTOB 3alUTHI;

- OmpeneNnsaTh KOAIULMOHHBIE U HUEPAPXUYECKUE MPUHLHUIBI U METO/bI
pasrpanuueHus nocrymna K [1/1H;

- OIpeneNnsaTh MOpSAOK paboThl C MPOrpaMMHO-MAaTEMaTUYECKUMU H
TeXHUYECKUMHU (amnmnapaTHbIe) CpeICTBAMH 3alUThl U KPUIITO3AIIUTEI U IPYTUX
3alIUTHBIX MEXaHU3MOB;

- opranu3oBath Mepbl npotuBoaeicTBuss HCJ] nonp3oBaTensmu Ha dTa-
nax ayTeHTH(HUKALUU, aBTOpPU3ALNH, HIeHTUPUKALUK, 00ecTIeunBalonX ra-
pPaHTUHU peajiM3alldy IpaB U OTBETCTBEHHOCTU CyOBEKTOB MH(OPMAIIMOHHBIX
OTHOLLUECHUH.

Opranu3zalMOHHBIE MEPBI J0JKHBI COCTOSTH U3:

- pernamenTa aocryna B nomemenus UCI1/Ix;

- IOpsiKa JOIyCKa COTPYAHMKOB K Mcnoibs3oBaHuio pecypcoB UCII/In
Yupexnenus;

- periiaMeHTa IpoLeccoB BeleHUs 0a3 HaHHBIX U OCYLIECTBICHUS MO-
nuduKanuyu HHPOPMaMOHHBIX PECYPCOB;

- periiaMeHTa IpoLeccoB 00CITy)KUBaHUS U OCYLIECTBIIEHUS MOAU(UKa-
LIUM alnapaTHbIX U nporpaMMHbIX pecypcoB UCIT/H;

- uHerpykuui nons3osareneid MCII[In (agmunuctparopa UCIIH, an-
MHHHUCTpaTopa 6e3onacHocTH, oneparopa UCI1/In);

- HIHCTPYKIMH I0JIb30BaTeNsl NP BOZHUKHOBEHHM BHELITAaTHBIX CHUTya-
L.

6.4 ®uznyeckne Mepbl 3alIUTHI

duznuyeckre Mephl 3alIUThl OCHOBaHBI Ha NMPUMEHEHUH Pa3HOrO poja
MEXaHHYECKUX, DJIEKTPO WU JIEKTPOHHO-MEXaHHYECKUX YCTPOMCTB U COOPY-
)KEHUH, CllelUalbHO NpeqHa3sHAYeHHBIX UL CO3MaHHus (U3UYECKHX IpersT-
CTBUM Ha BO3MOXHBIX ITyTSX NPOHUKHOBEHHSI M JOCTYIa IMOTEHIHAIBHBIX
HapyIIUTeNe K KOMIIOHEHTaM CHCTeMbI U 3allliIaeMoil HH(POPMAIIUH, a TaK-
e TEXHUYECKUX CPEe/ICTB BU3YaJIbHOTO HAOJIIOJCHMS, CBA3M U OXPAaHHOW CHTI-
HaJIM3alHH.

@Dusnyeckas 3aIlUTa 37aHUH, TOMENIeHUH, 00BEKTOB U CpeICTB UHPOP-
MaTH3alMU JO0JDKHA OCYIIECTBIISATECS IIyT€M YCTAHOBJIEHHUS COOTBETCTBYIOLIMX
IIOCTOB OXpaHbl, C IOMOIIBIO TEXHHUYECKUX CPEACTB OXPaHbl WJIH JFOOBIMU
APYTMMH CIIoco0aMy, NpeJoTBPALIalONIMMU WM CYIIECTBEHHO 3aTpy/IHSIO-
IIMMH TPOHMKHOBEHHUE B 3/laHUE, IOMELIEHHs MOCTOPOHHUX JIUI, XHUIIECHHE
MH(QOPMALlMOHHBIX HOCHTENeH, caMUX CPeACTB HH(MOPMATH3allMH, MCKII0Ya-
IOIIUMH HaX0XJIE€HHE BHYTPU KOHTPOJIMUPYEMO (OXpaHsIeMOii) 30HbI TeXHHYE-
CKHX CPEJICTB pa3BelKH.
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6.5 AnnapaTHo-nporpamMmMuble cpeacTsa 3amuThl [1/{H

TexHudeckue (ammapaTHO-IPOrpaMMHBIE) Mepbl 3allUThl OCHOBaHBI Ha
UCTIOIB30BAaHUM PA3IUYHBIX JJIEKTPOHHBIX YCTPOMCTB M CIELUAIBHBIX IPO-
rpamm, Bxoasmux B coctaB MCIIJIH 1 BRIMONHSIOMHUX (CAMOCTOSITEIBHO UIIH B
KOMILIEKCE C JPYTUMHU CpeAcTBaMH) (PYHKUMHU 3aIIUTHl (MIAEHTU(DUKALHUIO U
ayTeHTU(UKALMIO TI0JIB30BaTeNel, pasrpaHudeHue J0CTyIa K pecypcam, peru-
CTpaluio COOBITUH, KpUNTOrpadruueckoe 3aKkpbiTie MHGOPMALIUU U T.1.).

C yyerom Bcex TpeOOBaHHMI ¥ NPHUHIMIIOB oOecreyeHus 0e30MacHOCTH
[1/Ta B UCII[IH mo BcemM HampaBlIeHUSIM 3aLIUTHI B COCTAB CHUCTEMBI 3alUThI
JOJDKHBI OBITh BKJIIOYEHBI CIIeyIOIINe CpeCTRa:

- cpencTBa UAeHTU(UKaLKUKU (OrMO3HAaBaHUs) U ayTeHTHU(UKauuu (moa-
TBEPKIECHUS MOJITMHHOCTH) nosnb3oBareneit MCIT/Ix;

- CpelCTBa pa3rpaHUYeHMs JOCTyIa 3aperuCTPUPOBAHHBIX IOJIb30BaTeE-
ne#t cucreMsl K pecypcam UCIIIn Yupexnenus;

- cpeacTtBa oOecniedeHHs] U KOHTPOJIS LIEJIOCTHOCTH IPOTPaMMHBIX H
MH(OPMAaIMOHHBIX PECYPCOB;

- CpeICTBa ONEpPAaTUBHOIO KOHTPOJIS U perucTpanuu coosITuii He3omnac-
HOCTH;

- kpunrorpaduyeckue cpeacraa 3amuTsl [1/1H.

VYcnemHoe NpUMEHEHHe TEXHUYECKHX CPeJICTB 3allMThl Ha OCHOBAaHHUH
NPUHIMIIOB (pa3zeln 5) MpearnoaraeT, YTo BBIIOJHEHHE IePEYUCIICHHBIX HUXKe
TpeboBaHMiT 00ecreyeHO OpraHu3alMOHHBIMY (aIMUHUCTPATUBHBIMU) MEPAMHU
Y HCIIOJIb3YyeMBIMU (PU3MYECKUMHU CPEICTBAMH 3alUTHI:

- obecrieuena usnyeckas 1ea0cTHOCTh Bcex koMroHeHT CTT/IH;

- KaXkapli coTpynHuK (rmons3zoBatens VCII/IH) unu rpynmna noias3oBare-
el MMeeT yHUKAJIbHO€ CHUCTEMHOE MMS M MHUHHUMaJIbHO HEOOXOTUMBIE IS
BBINIOJIHEHUSI UM CBOMX (DYHKIMOHAJIBHBIX 00S3aHHOCTEH IMOJIHOMOYHS 10 J0-
CTYIly K pecypcaM CUCTEMBI;

- B UCII[In Yupexnenus pazpaboTka U OTJaZKa MPOrpaMM OCYIIECTB-
nsercs 3a npenenamu MCII1/{H, Ha ucnbITaTeNbHBIX CTEHAAX;

- BCE U3MEHEHHUs KOH(PUTypalluu TEXHUYECKUX U MPOTPaMMHBIX CPEICTB
WCITIH npou3BOASATCS CTPOTO YCTAHOBJIEHHBIM IMOPSAKOM (PErUCTPUPYIOTCS
U KOHTPOJHUPYIOTCS) TOJBKO HA OCHOBAaHUHM pPACIOPSHKEHH pPYyKOBOICTBA
VYypexneHnus;

- cereBoe 00OpynOBaHUE (KOHLEHTPATOPbl, KOMMYTATOPBI, MapIIpyTH-
3aTOpbl M T.II.) paclojiaraercsi B MecTaX, HEIOCTYIHBIX Ui IOCTOPOHHHX
(crenManbHBIX MOMELICHUsX, Kadax, u T.I1.).

- CIICNMAIMCTaMH  YUpEX/IeHHUsI OCYILECTBISETCS HENpepblBHOE YIIpaB-
JIEHHEe W aJMMHMCTPAaTHUBHAs NOJAEpXkKa (YHKIMOHUPOBAHMS CPEACTB 3allld-
TBI.
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7 KoutpoJasb 3¢pdexkTuBHOCTH cucTeMbl 3amuThl UCIIAn
Yupexaenust

KonTtpons 3¢ dexruBroctr C3I1[JH nomkeH ocymecTBIseTcs Ha MNepu-
oxu4eckoi ocHoBe. Llenbio KOHTPoMs 3 PEeKTUBHOCTH SIBJISIETCS CBOEBPEMEH-
HO€ BBbIsBJIEHHE HeHajexamux pexumoB pabotel C3II[IH (oTkimodeHue
CPEACTB 3alllUThl, HAPYIICHUE PEXUMOB 3alUTHl, HECAHKIIHOHUPOBAHHOE U3-
MEHEeHHe PeXHUMa 3allUThl U T.I.), & TaK MPOTHO3UPOBAHUE U NPEBEHTHUBHOE
pearnpoBaHUe Ha HOBBIE Yrpo3bl 6e3omacHocTH [1/1H.

KoHTposb MOXET MPOBOAUTHCH KaK aJMUHHCTpPATOpaMu 0e30MacHOCTH
NCTI/In (onepaTUBHBINA KOHTPOJIb B Npoliecce HHHOPMAIMOHHOTO B3aMMOJEeH-
crBus B MUCIT/IH), Tak ¥ mpUBJIeKaeMBIMH JJIsl OTOM 1€ KOMIIETEHTHBIMU Op-
raHu3alysIMUA, UMEIOLUIUMH JIMLIEH3UI0 Ha 3TOT BHUJ JEATENHOCTH, a TaKXke
OCTIK Poccuu u ©®CB Poccun B npenenax ux KOMIETEHIUH.

KOHTpONb MOXET OCYIIECTBIATHCS aqMHUHHCTPATOPOM 0e30MacHOCTH
KaK C IIOMOIIBIO IITAaTHBIX CPEeACTB cucTeMbl 3amMThl [1/[H, Tak ¥ ¢ MOMOLIBIO
CreLMaIbHBIX MPOTPaAMMHEBIX CPEACTB KOHTPOJIS.

Ouenka 3¢ dexruBHOCTH Mep 3amuThl [1/IH MPOBOJUTCS ¢ UCIOIB30Ba-
HHEM TEXHHYECKUX U MPOrpaMMHBIX CPEACTB KOHTPOJIS Ha MpeIMEeT COOTBET-
CTBHS YCTAHOBJICHHBIM TPEOOBAHHUSIM.

28



8 Cdepol oTBeTcTBeHHOCTH 3a Oe3onacHocTb I1/IH

OTBeTCTBEHHBIM 3a pa3pabOTKy Mep U KOHTPOJb Haj obecreuyeHueMm
0e30MacHOCTH MEePCOHANBHBIX JAHHBIX SBISETCS PYKOBOAMUTENb YUpexkIEeHUs.
PykoBoguTenb MOXET HeNerupoBaTh 4YacTh IOJHOMOYHH MO 0OecreueHuro
©e30MacHOCTH NePCOHATIBHBIX TaHHBIX.

Cdepa 0TBETCTBEHHOCTH PyKOBOJUTEJIS BKIIOYAET ClIeyIOIINe Halpas-
neHus obecrieuenus 6e3omacuoctu [1/1H:

- [InanupoBanue u peanuszanuss Mep 1o obecrieyeHUI0 0e30mMacHOCTU
I11H;

- Ananu3 yrpo3 6e3onacuoctu [1/1H;

- Pa3zpaboTky, BHeIpeHe, KOHTPOJIb UCIIOJIHEHUS U MOJ/Iep)KaHue B aK-
TyaJlbHOM COCTOSIHUU TOJHUTHUK, PyKOBOJACTB, KOHLENLWHA, NMpouenyp, peria-
MEHTOB, UHCTPYKLMHA U APYIMX OpraHU3allMOHHBIX JOKYMEHTOB MO obecreye-
HHIO 6€3011aCHOCTH;

- Kontposp 3amumensoctu UT undpactpykrypst Komnanuu ot yrpos
Wb nyrewm;

- O6yuenne u uHpopmupoBanue noiaw3osareneit UCII/IH, o mopsaxe
pabotsl ¢ [1/]H ¥ cpencTBaMu 3alUTHI;

- [lpenoTBpaienue, BbIsSBIEHHE, peardpoBaHHEe U pacclieloBaHUe
HapymeHui 6e3onacHoctH [1/1H.

[Ipu B3auMOAENCTBUMA CO CTOPOHHHUMH OpraHMU3allUMsIMH B CIIydasiX, KO-
ria COTpyOHUKAM 3THUX OpraHU3aluii IMpeJoCTaBlIIeTCs AOCTYIl K 0O0BbeKTam
3amuThl (paszen 3), C 3TUMH OpraHU3alUsIMH JOJDKHO OBITh 3akiroueHo «Co-
riameHue 0 KOHQUIEHIHMAIBHOCTHY, JIn00 «CoryameHne o coONIOEHUHU pe-
xuma 6e3onacHoctu [1/IH npu BeimonHenuu pabotr B UCIIJu». [Tonroroska
TUIIOBBIX BapUaHTOB 3TUX COIJIALIEHUH OCYIIECTBISAETCS COBMECTHO C IOPHIU-
YECKHUM OTJIEJIOM.
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9 Moaeab HapymmTesi 0€30acHOCTH

[Ton HapymuTeneM B YUpeXICHUM MMOHMUMAETCs JUIO, KOTOpOE B pe-
3yJIbTaTeé YMBINUIEHHBIX WJIM HEYMBIIUJIEHHBIX [OEeHCTBUH MOXKET HAHECTH
ymepb o6bexTaM 3amuThl (paszgen 3).

Hapymmrenu moapaseNsioTcsl Mo Npu3Haky npuHajiexxHoctd k MC-
[1/T1. Bce HapymuTenu aensTcs Ha JABE IPyIIIbl:

e BHEIIHWE HapylUTeNu — pU3NYecKue JIula, He UMEIoLIKe IpaBa
npeOBIBaHUS Ha TEPPUTOPUH KOHTPOJIUPYEMOH 30HBI, B Ipeenax
KoTOpo# pasmentaercsi obopynosanue UCII/IH;

e BHYTPEHHHE HapyIIUTEIH — (PU3UYECKUE JIULA, UMEIOIUEe MPaBO
npeObIBaHUS Ha TEPPUTOPHH KOHTPOJIMPYEMOH 30HBI, B IIpeenax
KoTopoii pazmemaercs obopynosanue UCIT/H.

Knaccuduxamus Hapymmreneil mnpexpcraBieHa B Mogenu yrpos 6es-
OMACHOCTH NEPCOHANIBHBIX AaHHbIX Kaxaou UCII/IH.
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10 Moaeab yrpo3 6e30nacHOCTH

s UCII s YupexxaeHus BBIIEISAIOTCS CIeIyIolie OCHOBHEBIE KaTero-
puu yrpo3 6€301acHOCTH MEePCOHANIBHBIX JaHHBIX:

1) Yrpo3bl OT yTeYKH [0 TEXHUYECKUM KaHajaM.

2) Yrpo3bl HECaHKIIMOHUPOBAHHOT'O OCTYTIAa K MH(POPMAIUH:

- Yrpo3sl YHUUYTOXEHHUSI, XuleHus ammnapatHeix cpeacts MCIIIn
HocuTesnel uHpopManuu myTeM (U3UYECKOTO AOCTYNa K 3JIeMeHTaM
NUCTIH.

- Yrpo3sl XUIEHUs, HECAHKIIMOHUPOBAHHON MOAUGbUKALUU WU
OnoxupoBaHusi UHGOPMALMU 3a CUET HECaHKIIMOHUPOBAHHOIO JOCTYyIa
(HCI) ¢ npuMeHeHHeM MpOrpaMMHO-ANMAapaTHBIX MU IPOrpaMMHBIX
CpeacTB (B TOM YHCIIe IPOrpaMMHO-MaTeMaTHUYECKUX BO3AEHCTBHIA).

- Yrpo3sl He IpeJHaMEepEeHHBIX JAEHUCTBUN I0JB30BaTENeN MU
HapymeHuit 6e3onacHocti pynkuuonupoanus UCITIu u C3I1/IH B ee
cocTaBe u3-3a cO0EB B MPOrpaMMHOM O0ECII€UYeHHUH, a TaKKe OT yrpo3
HEaHTPOIOreHHOro (cO6oeB anmaparypbl U3-3a HEHAJE)KHOCTU dJIEMEH-
TOB, COOEB ANIEKTPONIUTAHUS) U CTUXUHHOTO (YIapOB MOJIHHUI, IT0KapOB,
HaBOJHEHUH U T.II.) XapakKTepa.

- Yrpo3sl npeaHaMEepeHHbIX NEeUCTBUH BHYTPEHHHX HapylIUTe-
JeH.

- YIpo3sl HECAHKIIMOHUPOBAHHOT'O AOCTYyIIA 10 KaHajlaM CBSI3H.

Onucanue yrpos, BEpOSTHOCTh UX peaji3allid, OMAacHOCTh M aKTyaslb-
HOCTb IpeAcTaBiIeHbl B Mojienu yrpo3 6e30macHOCTH MepCOHAIBHBIX JaHHBIX
kaxxpoit UCIT/IH.
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11 Mexanusm peaaunzanuu Konuenuun

Peanuzauus KoHnenuuu 10mKHa OCYIIECTBISTECS HAa OCHOBE IMEPCIIEK-
TUBHBIX IIPOrPaMM U IUIAHOB, KOTOPBIE COCTABIISIIOTCSI HA OCHOBaHUH U BO HC-
NIOJIHEHUE:

- ¢penepanbHBIX 3aKOHOB B oOnacTu obecrieuyeHus: HHGPOPMAIOHHOM
0e30MacHOCTH U 3alUTEI HH(OPMAILIUH;

- nocra”oByieHuii [IpaBurensctBa Poccuiickoit @enepanuu;

- PYKOBOZSIIUX, OPraHU3allMOHHO-PACTIOPSAUTENBHBIX U METOIUYECKUX
nokymentoB @CTIK Poccuy;

- notpe6HocTeit MICII[IH B cpenctBax obecnieueHus: 6€30MacHOCTH HH-
bopmanuu.
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12 Oxupaemblii 3¢ ¢exT ot peanuszauun Konuenuun

Peanmuzauus Konnenuu 6e3omacHoctu [1/1 8 UCIT/IH nmo3BoyuT:

- OLleHUTh cocTosiHue Oe3zomacHocTH HHGpopMmanuu MCII/IH, BBISBUTH
UCTOYHUKH BHYTPEHHUX U BHEUIHUX Yrpo3 MH(OpMALMOHHON 6e30macHoCTH,
OTNpe/leNIUTh TPUOPHUTETHBIE HAINpaBJIeHUs IPeIOTBPAIEeHUs, OTPAXKEHUS U
HeUTpalu3aliy 3TUX yIpo3;

- pa3paboTaTh pacnopsAAUTENbHbIE U HOPMATUBHO-METOUYECKHE T0KY-
MeHTHI npuMeHuTenbHo K MCTT/IH;

- mpoBecTH Kinaccubukanuio u ceprudukanuto UCI1/IH;

- IPOBECTH OPraHU3ALMOHHO-PE)KUMHBIE U TEXHHUYECKUE MEPOIPHUITUS
o obecrneuenuro 6e3onacuoctu I1/n B UCIIT/IH;

- obecreynTh HeOOXOAUMBIH ypOBEHb O€30MaCHOCTH 0O'BEKTOB 3aIUTHI.

OcyuiecTBieHHE 3TUX MEPOINPUATHI 00eCIeuuT co3JaHue eOUHOH, Ie-
JIOCTHOW M CKOOPJMHUPOBAHHON CHCTEMBI WHPOPMALMOHHOW 0e30MacHOCTH
WCIT/IH 1 co3nacT ycnoBUs ISl €€ JalbHEHIIero COBepIIeHCTBOBAHUSI.
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13 Cnucok UCnoJib30BAHHBIX HCTOYHHUKOB

OCHOBHBIMM HOPMAaTHBHO-TIPABOBEIMM U METOJUYECKHMMM JOKyMEHTa-
MH, Ha KOTOpBIX 6azupyercs Hacrosuee [lonoxenue, sBIsSIOTCS:

1 ®enepanpublit 3akoH ot 27.07.2006 r. Ne 152-@3 «O nepcoHanbHbIX
naHHbIX» (manee — O3 «O mepcoHaNbHBIX AAHHBIX»), YCTAHABIMBAIOLIUN OC-
HOBHBIE IPUHLIMIIEI U yciioBus o6pabotku I1/{H, mpaBa, 006513aHHOCTH U OTBET-
CTBEHHOCTh YYaCTHUKOB OTHOILIEHH, CBA3aHHBIX ¢ 00paboTkoi [1/1H.

2 «[Tonoxenune 06 obecrnieueHUH 6€30MACHOCTU NMEPCOHAIBHBIX JaHHBIX
npu ux obpaboTke B MHMOPMAIMOHHBIX CHUCTEMax MEPCOHAIBHBIX NaHHBIX»,
yrBepxaeHHoe [locranosnenuem [IpaBurenscrtea P® ot 17.11.2007 r. Ne 781.

3 «[Topsmok mpoBeneHust KiaccUUKaUK HHPOPMALMOHHBIX CHUCTEM
NepCOHANIBHBIX JaHHBIX», yTBepKIAeHHbIH coBMecTHBIM [Ipukazom PCTOK
Poccun Ne 55, ®CB Poccum Ne 86 u Mununbopmcsszu PO Ne 20 ot
13.02.2008 r.

4 «ITonoxxenue 06 0coOEHHOCTSX O0OPaOOTKM NMEPCOHAIBHBIX JaHHBIX,
OCYILECTBIsIEeMOM 0€3 UCIOJIb30BaHUS CPE/ICTB aBTOMATU3AIMN», YTBEPIKIACH-
Hoe [ToctanoBnenuem IIpaBurenscta PO ot 15.09.2008 r. Ne 687.

5 «TpeGoBaHusi K MaTepUaIbHBIM HOCHUTEISIM OMOMETPUYECKHX Mepco-
HaJIbHBIX JAaHHBIX M TEXHOJIOTUSM XpaHEHHUsl TaKUX JaHHBIX BHE MH(pOpMaLu-
OHHBIX CHCTE€M II€PCOHAIBHBIX HaHHBIX», yTBepxkJaeHHble [locTaHoBIEHHEM
IIpaButensctBa P® ot 06.07.2008 r. Ne 512.

6 HopmatuBHO-MeTonnueckue aoKymMeHThl DenepanbHO CiyxObl 1O
TEXHUYECKOMY M JKCIEepTHOMY KOHTpoimo Poccuiickoit ®enepauuu (manee -
®CTIK Poccun) no obecnevenuto 6e3onacHoctu [1/IH npu ux o6pabotke B
NCITn:

7 PexoMeHnnauuu no obecreyeHUI0 0€30MacHOCTH MEePCOHAIBHBIX JIaH-
HBIX IpH UX 00paboTke B MH(POPMAIMOHHBIX CHUCTEMaX IEepCOHAIBHBIX HaH-
HbIX, YTB. 3am. qupekropa @CTIK Poccun 15.02.08 r. (ZICIT)

8 OCHOBHBIE MEpOIPUATHUS 110 OpraHU3alMd U TeXHUYeCKoMy obecre-
YeHHUI0 06e30I1aCHOCTH MEepPCOHAIBHBIX JaHHBIX, 00pabaThiBaeMbIX B HH(pOpMa-
LMOHHBIX CHCTEMaX NEPCOHAJIBHBIX AAHHBIX, YTB. 3aM. aupektopa GCTIOK
Poccuu 15.02.08 r. (ZACII)

9 ba3zoBast Mozienb yrpo3 6e30MmacHOCTH NMEPCOHAIBHBIX JAaHHBIX IMPU UX
06paboTke B MH(POPMAIIMOHHBIX CHCTEMAaX MMEPCOHANBHBIX JaHHBIX, YTB. 3aM.
nupexropa @CTOK Poccun 15.02.08 r. (ACII)

10 Meroauka omnpeneneHusl akTyalbHBIX yrpo3 0e30macHOCTH Iepco-
HaJbHBIX IAHHBIX MU UX 00paboTke B MH(GOPMALMOHHBIX CHUCTEMaX IEPCO-
HaJIBHBIX JaHHBIX, yTB. 3aM. aupekropa ®CTOK Poccun 15.02.08 r. (JICIT)
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