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OIPEAEJEHUSA

B macToseM TOKyMEHTe HCIOJIB3YIOTCS CIEAYIONUe TEPMUHBI U UX OIIpeJie-
JICHUSL.

ABTOMATH3MPOBAaHHASI CHCTeMa — CHCTEMa, COCTOSIIas W3 IepcoHala U
KOMILIIEKCA CPENCTB aBTOMATU3ALUU €ro JIEeATENIBHOCTH, peanusyromas nHpopMau-
OHHYIO TEXHOJIOTHMIO BBIIIOJIHEHHUS] YCTAaHOBIECHHbBIX (DYHKIINH,

ABTOMaTH3MpOBaHHAs 00pabOTKa NEpPCOHAJTbHBIX JaHHBIX- 00paboTKa
IIEPCOHANLHEIX JAaHHBIX C IIOMOIIBIO CPEACTB BEIYUCIUTENHON TEXHUKY;

AyTenTHdHKANHSA OTHPABUTEJNS AAHHBIX — INOATBEPXKACHUE TOTO, YTO OT-
IIPaBUTENE IOIYYEHHBIX JAHHBIX COOTBETCTBYET 3asBIEHHOMY.

be3zonacHocTh MepPcoOHANBHBIX JAHHBIX — COCTOSIHHE 3aIIUIICHHOCTH TIePCOo-
HAJIBHEIX JAHHBIX, XapaKTEepU3yeMoe CIOCOOHOCTBIO II0JIb30BaTeNel, TEXHUYESCKUX
CPEICTB M MH(OPMALIMOHHBIX TEXHOJOTMH 00ecrednTs KOH(DUIEHIMATbHOCTD, Iie-
JIOCTHOCTh M JOCTYIIHOCTB IIEPCOHAJIBHBIX JaHHBIX IIpU UX 00paboTke B MHpOpMALU-
OHHBIX CHUCTEMaX MEePCOHANbHBIX TaHHBIX.

buomerpuyeckne nepcoHaibHble JaHHbIE — CBEACHUS, KOTOPBIE XapaKTepH-
3yI0T (DU3HOJIOTHUECKIEe 0COOCHHOCTH YelIOBEKa U Ha OCHOBE KOTOPHIX MOXKHO yCTa-
HOBUTH €T0 JINYHOCTh, BKIIOYasl (POTOrpaduy, OTIEYaTKH MajableB, 00pa3 CeTYaTKH
I7a3a, 0COOEHHOCTU CTPOSHHUS Tella U APYTYIO MOoT00HYI0 HH(OOPMAIIHIO.

biiokupoBanue nmepcoHaNbHBIX AAHHBIX — BpEMEHHOE IpeKpalieHue coopa,
CHCTEMaTHU3alliy, HaKOIUIEHWs, HCIIOJIb30BAHUS, PACIPOCTPAHEHUs, MEPCOHATBHBIX
J@HHBIX, B TOM YHCJIE UX Iepeayl.

Bupyc (xoMnblOTepHBIH, MPOrpaMMHBINH) — HUCIOJHSIEMBIA MPOrpPaMMHBIM
KOJ| WJIM MHTEPIPETUPYEMBIH HaO0Op MHCTPYKIMH, 00JIafaroIInil CBOHCTBAME HECAHK-
HOHHUPOBAaHHOI'0 PacIpOCTPaHEeHMs U caMoBocIpousBeneHusi. Co3maHHbIe TyOIHKa-
TBl KOMITEIOTEPHOIO BHpPYyCa HE BCErJa COBIANAIOT C OPUTHMHAIOM, HO COXPAaHSIOT
CIIOCOOHOCTB K JalbHEeNIIeMy paclpOCTPaHEHHIO M CAMOBOCIIPOU3BEIEHHMIO.

Bpenonocnas mporpamma — nporpamma, NnpenHa3Ha4deHHas I OCYIIeCTB-
JIEHUS HECaHKLIMOHMPOBAHHOIO IOCTyna M (WJIM) BO3IEWCTBUS Ha TMEPCOHAIBHEIE
IaHHbIE WIIK PECYPCHI HH(MOPMAIIMOHHON CUCTEMBI IIEPCOHATBHBIX TAHHBIX.

Benomorarenbnbie TeXHHYECKHE CPEACTBA M CHCTEMbI — TEXHHUYECKUE CPel-
CTBa M CHUCTEMBI, HE NIPeAHa3HaYeHHbIE NI Iepeadn, 00paboTKU U XpaHEHHs IIepco-
HAJIBHBIX JTAHHBIX, YCTaHABIMBAaEMbIE COBMECTHO C TEXHUYECKUMHU CPEICTBAMHU U CH-
CTeMaMH, IIPEeIHa3HaYE€HHBIMU sl 00paboTKU MEePCOHATBHBIX MaHHBIX HJIM B IIOMeE-
IIEHUAX, B KOTOPBIX YCTAaHOBJICHBI WH(OPMAIMOHHBIE CHCTEMBI IEPCOHAIBHEIX
JaHHBIX.

JlocTynl B OIepanMoHHYyI0 cpey KoMnbioTepa (MH(OPMAIMOHHON cHcTe-
MBI IEPCOHANBHBIX JAHHBIX) — IIOJIyYeHHE BO3MOXKHOCTH 3aITycKa Ha BBIIOJIHE-
HY€ IITAaTHBIX KOMaH, (QyHKIWH, IpoLexyp ONepariOHHONW CHCTeMBI (YHHUTOXKE-
HMsI, KONMPOBAHUS, NEPEMELICHUS U T.II.), UCIONHSEMBIX (ailJIoB IPUKIIATHBIX
IIPOrpaMM.

Hoctyn k MH(pOpMAIMHA — BO3MOXXHOCTE TOyYeHUST HHPOPMAIH U €€ HC-
IIOJIb30BaHUS.

3akiago4yHoe YyCTpOiicTBO — JIEMEHT CpelICTBa CheMa HH(POPMAITHH, CKPBIT-
HO BHEJpsIeMBIH (3aK/IabIBaeMBIil T BHOCHMBI) B MecTa BO3MOXKHOIO CheMa HH-



dopmMaruu (B TOM YKClIe B OrpaXkIeHHe, KOHCTPYKIIMIO, 000pYIOBaHUE, IPEAMETHI
MHTEpbepa, TPAHCIIOPTHBIC CPEICTBA, a TAKKE B TEXHUUYECKUE CPENICTBA U CUCTEMBI
o0paboTku nHbOpMAITUN).

Samumaemast mHGopMAanms — UHGOPMAISI, SBISTOIIASICS IPEAMETOM CO0-
CTBEHHOCTH U IOJIeKAIIasl 3all[UTe B COOTBETCTBUU C TPeOOBAHUSIMU IPABOBLIX JI0-
KyMEHTOB WJIN TPeOOBAHUSIMH, YCTaHABIMBAEMBIMI COOCTBEHHUKOM MH(GOPMALIHH.

Nnenmudnkanus — IPUCBOSHNE CYObEKTaM U 0OBEKTaM J0CTYyIa UIEHTU(U-
Karopa ¥ (W) CpaBHEHHE MPEIbSBIISIEMOro HASHTU(HKATOpA C MEPEeUYHEeM MPUCBO-
eHHBIX UJIEeHTU(OUKATOPOB.

NudopmMaTHBHBIH CHIHAN — SJIEKTPUIECKIE CUTHAIBI, aKyCTHUYECKHE, DIIeK-
TPOMAarHUTHbIE U JpyrHe (PU3MUIEcKue IMojisl, TI0 IMapameTpaM KOTOPBIX MOXET OBITb
packpeiTa KoHbuAEeHIMaIbHas nHbopMaIys (TlepCoHaTbHBIE TaHHbIe) 0OpadaThiBa-
emasi B 1H(OPMAIIMOHHON CHCTEME TIePCOHATIBHBIX IAaHHBIX.

Nudopmaunonnas cucrema mepcoHaJbHbIX AaHHbIX (MCIIIH) — urdop-
MalllOHHAasl CHCTeMa, IPEICTaBIISIoNIas co00i COBOKYITHOCTh MEPCOHATBHBIX IaH-
HBIX, COZIepXKaIIXcsl B 0a3e HaHHbIX, a Takke HHHOPMAIMOHHBIX TEXHOJOTUM U TeX-
HUYECKUX CPEJCTB, IMO3BOJISIONIMX OCYIIECTBISATh 00pabOTKy TaKUX MEePCOHATBHBIX
JaHHBIX C HCIIOJIb30BaHUEM CPEJICTB aBTOMATU3AINY WK G€3 MCIIOIB30BaHMS TaKUX
CPEJICTB.

Nudopmanmonnbie TEXHOJIOTHU — MPOLIECCHI, METOMBI TIOMCKa, cOopa, Xpa-
HEHMsl, 00paOOTKM, MPEIOCTaBJIEHHs], PAacpOCTpaHeHss HHMOPMAIMK U CIIOCOOBI
OCYILIECTBIIEHUS TaKUX MPOLIECCOB U METOJIOB.

Hcnosib30BaHue NMEPCOHANBHBIX JAHHBIX — IeHCTBUS (OIepaliu) ¢ mepco-
HalbHBIMU aHHBIMH, COBEPIIAEMbIE OMEPATOPOM B IEJISAX MPUHSITHS PEIICHUN WU
COBEPILICHUS] UHBIX ACHCTBHUM, MOPOXIAIOMINX IOPUANIECKUE MOCIEACTBUAL B OTHO-
IIeHUH CyOBeKTa MepCOHATBHBIX TaHHBIX WM APYTUX JIAL 00 MHEIM 06pa3oM 3a-
TParvBaloOLIMX MpaBa ¥ CBOOOBI CyOhEKTa MIEPCOHATBHBIX JAHHBIX WM APYTHX JIAIL.

Hcrounuk yrpo3sl 6e3onmacHocTd uHdopManum — CyOBEKT JOCTyIIa, Mare-
pUATBHBIA OOBEKT WM (PU3MYECKOe SIBJICHUE, SIBJISFOIINECS IPHYMHON BO3HUKHOBE-
HYs yrpo3bl 0€30MacHOCTH HH(GOPMAIIUH.

KonTtposmpyemasi 30Ha — POCTPaHCTBO (TEPPUTOPUS, 3IaHKE, YaCTh 3/IaHM,
TIIOMEILIEHNE), B KOTOPOM UCKITIOYEHO HEKOHTPOJIMPyeMOe MpeObIBAHKE MOCTOPOHHIX
JIULI, & TAKXKE TPAHCIIOPTHBIX, TEXHUYECKIX U MHBIX MaTepUAILHBIX CPEIICTB.

KondnaeHuua bHOCTh NMEPCOHATBHBIX JAHHBIX — 00s3aTelbHOe IS CO-
OJIOZEHNS ONEPATOPOM HJIM MHBIM TTOYUYHBIINM JOCTYII K TEPCOHATLHBIM JaHHBIM
JIALIOM TpeOOBaHKE HE AOITyCKaTh UX PaclpocTpaHeHue Oe3 coriacusl CyOheKTa Iep-
COHAIBHBIX JaHHBIX WM HAJTMYKSI HHOTO 3aKOHHOTO OCHOBAHHS.

MezxceTeBoi 3KpaH — JIOKaJIbHOE (OJHOKOMIIOHEHTHOE) WM (DyHKIHOHAITb-
HO-pacIpeieJIeHHoe IIPOorpaMMHOe  (IIpOrpaMMHO-amapaTHoe) CpeucTBo  (KOM-
IUIEKC), peau3yrolee KOHTPOJIb 32 HH(pOpMaIHell, MOCTyalommel B HHMOPMAIHOH-
HYIO CHCTEMY IIEpCOHAIBHBIX JAHHBIX U (WIM) BBIXOSIIECH M3 MH(OPMAIOHHOM
CHCTEMBI.

Hapymmrens 0e3onmacHocTd MepPCOHAJbHBIX JAHHBIX — (QH3UYECKOE JIHIIO,
CIIy4aliHO WY NIPEAHAMEPEHHO COBEPLIAIOIIEE ASHCTBUS, CIESACTBUEM KOTOPBIX SIBIIS-



eTcsl HapyllieHHue Oe30MacHOCTU NMePCOHATBHBIX JaHHBIX TPH X 00paboTKe TeXHUJe-
CKHUMH CpeJICTBaMU B MH(DOPMAIIIOHHBIX CHCTEMAaX MePCOHATBLHBIX TAHHBIX.

HeaBromaTH3upoBaHHasi 00padoTKa MepPCOHAJBHBIX AAHHBIX — 00paboTka
IIEPCOHANIBHBIX JAHHBIX, CONEPXKAIIUXCS B HH(MOPMAIMOHHOM CHCTEME MEPCOHANb-
HBIX HOAHHBIX JIN00 HU3BJIEYEHHBIX W3 TaKOM CHUCTEMBI, CUUTACTCSA OCYHICCTBHGHHOﬁ
0e3 MCIOJIB30BaHUs CPEICTB aBTOMATHU3AIMK (HEaBTOMATU3UPOBAaHHOM), €Cli TaKkue
NeHCTBYS C IEPCOHANBHBIMU JAHHBIMU, KaK WCIIOJIB30BaHUE, YTOYHEHUE, PACIPO-
CTPaHCHHUEC, YHUYITOXCHHUC TCPCOHAJILHBIX JAHHBIX B OTHOIICHHUHN KaXXIOT'O M3 Cy6'B-
€KTOB IIE€PCOHAJIBHBIX HAaHHBIX, OCYIIECTBIIAIOTCA IIPHU HEIOCPEACTBCHHOM YyYaCTHUHU
YECJIOBCKA.

HenexsiapupoBaHHble BO3MOKHOCTH — (DYHKIIMOHATBbHBIE BO3MOXKHOCTH
CPEJICTB BBIYMCIIMTEIBHON TEXHUKH, HE OIMCAHHBIC WJIM HE COOTBETCTBYIOIIUE OIH-
CaHHBIM B JIOKYMEHTAIUH, MPU HCIOJIE30BAHUM KOTOPBIX BO3MOXKHO HApyIIEHUE
KOHQUAECHIIMAIBHOCTH, JOCTYITHOCTUA WJIH I[EJIOCTHOCTH 00padaThiBaeMoi MHGOP-
MaIlHH.

HecanknmondpoBaHHbId J0cTyn (HeCAHKIMOHUPOBAHHBIE eHCTBHSI) —
JOCTYN K MH(OpMAlK WK ASHCTBIS ¢ HH(OpMaIpel, HapyIalolpe IpaBuia pas-
IPaHIYEHHUS JOCTYTIA C UCIIOIb30BAHUEM IITATHBIX CPEJICTB, MPEIOCTABIISIEMBIX HH-
(opMaIMOHHBIMU CUCTEMAMU TIEPCOHANBHBIX JTAHHBIX.

Hocurenp nundopmanuu — GpusrdecKoe JINIO WK MaTepUabHBIN 00BEKT, B
TOM 4Yuciie (U3HMUYECKOe TOJIE, B KOTOPOM MH(OpPMAIIsI HAXOAUT CBOE OTPaKEHHE B
BHJIE CUMBOJIOB, 00pa30B, CUTHAJIOB, TEXHUYECKUX PEUICHHI U MPOLECCOB, KOMMIe-
CTBEHHBIX XapaKTePUCTUK (PU3NICCKUX BEITUIHH.

O06e3nnunBanue MEPCOHANBHBIX JAaHHbIX — ﬂeﬁCTBHH, B PE3yJbTaTC KOTO-
PBIX HEBO3MOXXHO OINPENENUTh IPUHAIKHOCTh MEPCOHAIBHBIX JaHHBIX KOHKPET-
HOMY CYyOBEKTY II€PCOHANBHBIX JAHHBIX.

O0paboTka nepcoHaNBLHBIX JAHHBIX — JISHCTBUS (OIepaliu) ¢ MepcoHab-
HBEIMU JIaHHBIMU, BKJIIOYasi COOp, CHUCTEMATH3AlINIO, HAKOIUICHHE, XpaHeHHEe, YTOUHE-
Hye (OOHOBIIEHME, W3MEHEHUE), HCIONB30BaHKE, PACpOCTpaHeHe (B TOM YHCIIe
nepenady), oOe3nu4rBaHue, OJOKUpPOBaHME, YHHUTOXKEHHE IePCOHAIBHBIX aH-
HBIX.

O6uenocTynnble NepcoHaJbHble JaHHbIE — TIEPCOHAIBHBIE JaHHBIE, JOCTYII
HCOTPaHUYCHHOI'O Kpyra JIMI K KOTOPBIM IIPEAOCTABIICH C COIJIaCcHs C}’6T>CKTa nepco-
HaJIbHBIX JAHHBIX WIH Ha KOTOPBIE B COOTBETCTBHHU C (DelepabHBIMU 3aKOHAMU HE
pacrpocTpaHseTcs TpeboBaHue CoOIOIeHUS KOHMUIEHIUATEHOCTH.

Omnepatop (mepcoHaNbHBIX JaHHBIX) — TOCYIAPCTBEHHBIA OpraH, MyHHUIIU-
NaILGHBIA OpraH, IOPUAWYECKOe WM (PU3HNYECKOe JIMIIO, OpraHu3yromiee U (M)
OCYIIECTBILIOLIEE 0OPabOTKY NEPCOHATBHBIX JAHHBIX, @ TAKIKE OIPEIEISIONIKE 11e-
JIA U coziepaHue o0paboTKU MEePCOHATBHBIX JaHHEIX.

Texnnueckue cpencrBa HHGOPMANMOHHONH CHCTEMBI MEPCOHAILHBIX
JAHHBIX — CPECTBA BBIYMCIUTEIFHON TEXHUKY, HHHOPMAIMOHHO-BEIUHCIIUTETLHEIE
KOMIUIEKCH M CETH, CPEeACTBa M CHCTeMBl Iepermayd, mpuema u obpaborku I1/Iu
(cpencTBa U CHCTEMBI 3BYKO3AIHCH, 3ByKOYCHJICHHS, 3ByKOBOCIIPOM3BEIEHNS, TIEpe-
TOBOPHBIE Y TEJIEBU3UOHHBIE YCTPOWCTBA, CPEICTBA U3TOTOBJICHHUS, THPAXKUPOBAHHUS



JOKYMEHTOB U Jpyrue TEXHUYECKHE CPEACTBa 0OpabOTKU pedyeBOH, rpadyecKoi,
BUJIEO- 1 OyKBEHHO-LIM(GPOBOI MH(OpMaIUK), MPOrpaMMHBIE CpeICTBa (ONepalioH-
HBIE CHCTEMBI, CHCTEMBI YIIpaBJieHHsI 0a3aMy JAaHHBIX U T.I1.), CPEICTBA 3alUTHI UH-
dopmaryu, mpuMeHsieMble B UH(POPMAIIMOHHBIX CHCTEMAaX.

IlepexBaT (mHopManumn) — HETIPaBOMEPHOE IOJIydeHUE HH(OpPMAIHU C HC-
II0JIb30BaHMEM TEXHUYECKOT'O CPEJCTBA, OCYIIECTRISIONIEr0 OOHApYKEHHE, IIPUEM U
00paboTky HH(DOPMATUBHBIX CUTHAJIOB.

Ilepconasbubie JaHHBbIE — JII00ass MHOOPMAIHSI, OTHOCSIIASACS K ONpeeIeH-
HOMY WJIM OIPENeNsieMOMY Ha OCHOBAHHHU TakoW HMHGOpMaIy (U3HMUECKOMY JIUILY

(cyOBeKTy mepcOHaNbHBIX JaHHBIX), B TOM 4YHKCJe ero amMuius, uMs, OTIECTBO, TOJ,
| MecsIl, aTa U MECTO POXIEHHS, ajgpec, ceMeifHoe, COIMANbHOE, MMYIIECTBEHHOE
II0JIOXKeHHe, 00pazoBaHue, Ipodeccus, TOXOIbI, Ipyras HHPOpMAaIHs.

IHoGo4uHble 3JeKTPOMArHUTHbIE H3JyYeHHSsI W HABOJKH — DJIEKTPOMArHHUT-
HbIe M3Iy4YeHUS TEXHUYECKHUX CPEeACTB 00pabOTKM 3amuiaeMoi nHpopmaium, Bo3-
HUKaIoIlKe KaK MoO0YHOe SBICHUE U BBI3BaHHBIE SJICKTPUISCKIMU CUTHAJIAMH, JTeHi-
CTBYIOIIMMU B UX DJIEKTPUYECKUX M MarHUTHBIX LETISIX, @ TaKXKe dJIEKTPOMAarHUTHEIE
HaBOJKH 3THX CUTHAJIOB Ha TOKOIIPOBOASIINE JIMHUM, KOHCTPYKIIMY U LS TUTAHUS.

IToMTHKA «YHCTOrO CTOJIa» — KOMIUIEKC OPraHW3aIllMOHHBIX MEpPOTPUSITHIA,
KOHTPOJIUPYIOIIUX OTCYTCTBUE 3alMChIBaHUs Ha OyMaKHbIe HOCUTENIH KJIFOYel U aT-
pulyTOB HocTyna (Imaposieit) u XpaHeHUsI UX BOJIM3U 00BEKTOB JTOCTYIIA.

IHosb30BaTeb HHPOPMALHOHHON CHCTEMBI MEPCOHAIbHBIX JAHHBIX — JIH-
110, y4acTByIollee B (QyHKIIMOHUPOBAHUN MH(POPMALMOHHOW CUCTEMBI IIEPCOHATBHBIX
IaHHBIX WM UCIIONB3YIOIIee Pe3yIbTaThl ee (yHKIIMOHUPOBAHUS.

IIpaBuia pa3rpaHuYeHHsi JOCTYNAa — COBOKYITHOCTH IMPaBWII, periiaMeHTH-
PYIOILIUX IIpaBa A0CTyIa CyObEKTOB JOCTYIa K 00beKTaM JOCTYIIA.

IlpegocraBiieHHe MepCcOHANbHBIX JAAHHBIX — JEWCTBUS, HalpaBIeHHBIE Ha
PacKphITHE NIEPCOHANBHBIX JaHHBIX ONPeleNIeHHOMY JIUILY WA OINPeNeICHHOMY KpY-
Ty JIHI;

IIporpammHas 3akJjajKa — KOJ IPOrpaMMBbl, NMpeIHAMEPEHHO BHECEHHBINA B
IpOrpaMMy C ILIE€JbI0 OCYIIECTBUTH YTEUKy, H3MEHHTBH, OJIOKUPOBATH, YHUYTOXHUTH
UHQOPMALIMIO WM YHUYTOXHTh U MOTUGHUIHUPOBATH IPOTPaMMHOE OOecIeueHue
MH()OPMALIMOHHON CHCTEMBI IIePCOHATBHBIX JAaHHBIX U (WiK) GJIOKAPOBATH allapar-
HBIE CpeJICTBa.

IIporpamMmmuoe (mporpaMMHO-MaTeMaTHYECKOE) BO3AeiCTBHE — HECAHKIIH-
OHMPOBaHHOE BO3/EHCTBUE Ha peCypChl aBTOMaTH3UPOBaHHON HHGOPMAIIMOHHOM! CH-
CTEMBI, OCYIIIECTBIIIEMOE C UCIIOJIB30BAaHIEM BPEIOHOCHBIX IIPOrPaMM.

PackpbiTHe NMepcoHAJbLHBIX AAHHBIX — YMBIIUICHHOE WIHM CIydaiiHOe Hapy-
IIe€HHE KOH(GUACHINAIBHOCTH NIEPCOHATBHBIX JaHHBIX.

PacnpocTpanenne nmepcoHabHbIX JaHHBIX — JEHCTBUS, HallpaBleHHbIE Ha
Iepeady IMEPCOHAIBHBIX HAHHBIX OIpEleNeHHOMY Kpyry Jul (mepemada Iepco-
HaJbHBIX JaHHBIX) WM Ha O3HAKOMJIEHHE C IePCOHAJIBHBIMH IaHHBIMU HEOIPAHM-
YEHHOI'0 Kpyra JIAI, B TOM 4Hclle 00HapoJ0oBaHHe NMEePCOHAIBHBIX JaHHBIX B Cpell-
CTBax MaccoBO uH(pOpMaIHy, pa3MelieHue B UH(GOPMAIOHHO-
TEIEKOMMYHHUKALMOHHBIX CETSIX WM IPEeIOCTaBIEHHE IOCTyIla K IEePCOHAIBHBIM
JAaHHBIM KaKHUM-JIL0O0 HHBIM CIIOCOOOM.



Pecypc mH(pOpPMANMOHHON CHCTEMbI — NIMEHOBAHHBINA 3JIEMEHT CHCTEMHOTO,
IPUKJIAJIHOTO WIM allllapaTHOro obecredeHus] (QyHKIHOHUPOBAHUS WHGOPMAIUOH-
HOW CUCTEMBL.

CnenuaJjibHbIle KATErOpHH MEPCOHAJBHBIX AAHHBIX — IIEPCOHATBHbIE IaH-
HEIE, KACAIOIIUECS PACOBOM, HAIIMOHAIBHON MIPUHAIEIKHOCTH, IOJUTHUECKUX B3IIIS-
IIOB, PEJTUTHO3HBIX WIH QUIOCOMCKIX yOKIEHNUN, COCTOSIHUS 3J0POBbS I UHTUMHOMN
YKU3HU CYyOBEKTa IIEPCOHATBHBIX JaHHBIX.

CpencrBa BbIYUCIUTEIbHOH TEXHHKH — COBOKYIIHOCTH IMPOTPaMMHBIX U
TEXHUYECKUX DJIEMEHTOB CHUCTEM OOpaOOTKM HaHHBIX, CIIOCOOHBIX (PYHKIIMOHHPO-
BaTh CAMOCTOSITEJIHHO WJIM B COCTaBE APYI'HUX CUCTEM.

Cy0bekT moctyna (cy0beKT)— JMIO WIK MPOLECC, JEUCTBUSI KOTOPOro pe-
IJIaMEHTUPYIOTCS MPaBWJIaMH pa3TpaHUUueHuUs JOCTYIIA.

Texanyeckuii KaHaJ yTe4Kkd MH(OPMAIMU — COBOKYITHOCTh HOCUTEJISI MH-
(opmarnum (cpencrBa 06paboTKu), PUIMUECKOH cpebl pacpocTpaHeHusT MHpOpMa-
THUBHOT'O CUTHAJIA K CPEACTB, KOTOPHIMH JOOBIBACTCS 3allHIaeMast HH)OpMAIIHsl.

TpancrpannyHasi mepeaadya MEpPCOHANBLHBIX JAHHBIX — IEpenava Iepco-
HaJIbHEIX JaHHBIX orepaTtopoM depe3 ['ocymapcTBennyio rpanuity Poccuiickoit De-
Iepanuyl OpraHy BJIacTH WHOCTPAHHOTO roCyIapcTBa, HHU3UUECKOMY HIH IOpUANIe-
CKOMY JIUILy HHOCTPAHHOTO IOCyIapCTBa.

¥Yrpo3bl 0€30MacHOCTH MEPCOHATBHBIX JAHHBIX — COBOKYITHOCTD YCJIOBUM U
(haKTOPOB, CO3AAIOIIUX ONACHOCTh HECAHKIIMOHUPOBAHHOI'O, B TOM UHCIIE CITyYaiHO-
I0, JOCTYyIa K IEPCOHAIBHBIM JaHHBIM, pe3yJbTaToOM KOTOPOrO MOXET CTaTh YHH-
YTOXKCHUE, MU3MEHEHHe, OJIOKWpOBaHHE, KOMMPOBAHHE, PaCIpOCTpaHEHHE Iepco-
HIBHBIX JAaHHBIX, a TAlOKe MHBIX HECAHKIMOHMPOBAHHBIX JEWCTBUI MpU MX oOpa-
0oTKe B MHPOPMAIIMOHHOH CHCTEME MEPCOHATBHEIX JJAHHBIX.

YHHYTOKEeHNe NepPCOHANBHBIX JAHHBIX — IEHCTBUS, B Pe3yJIbTaTe KOTOPHIX
HEBO3MOJKHO BOCCTAHOBUTBH COJEP)KaHKE MEPCOHAIBHBIX JaHHBIX B HH(DOpMAIOH-
HOM CHCTEME IEPCOHAIBHBIX JAHHBIX WIM B pe3yJbTaTe KOTOPHIX YHUYTOXKAIOTCS
MaTepUaIbHbIe HOCUTEIMN NIEPCOHAIBHEBIX JaHHBIX.

YTeuka (3ammuiaeMoil) mH(popMAIIMU MO TEXHHYECKHM KaHajJ aM — He-
KOHTPOJIMPYEMOE PaCIpPOCTpaHeHne WHPOPMAIMH OT HOCHUTENS 3alUINaeMOi HH-
(opmanyy yepe3 HU3MIECKYIO CPELy 10 TEXHUUECKOTO CPEICTBA, OCYIIECTBIISIONIE-
o niepexBat uHGOpMAaIUH.

Yupeskaenne — yIpexIeHuUs 30PaBOOXPaHEHNs, CONUAIBHOM cdephl, Tpyaa U
3aHATOCTH.

YSI3BEMOCTB — CJTa00CTh B CPEACTBAX 3aIllUTHI, KOTOPYIO MOXHO HCIIOJEL30-
BaTh JJIs1 HAPYILIEHNs] CUCTEMBI WM COIEp Kallelcsl B Hell mH(OpMaIvH.

IenocTHocTh HHGOPMAIMHE — CTIOCOGHOCT CPEICTBA BHIUHCIUTENBHON TeX-
HUKM WM aBTOMATM3UPOBAHHON CHUCTEMBI 00ECeunBaTh HEM3MEHHOCTh MH(pOpMa-
LUK B YCJIOBUSIX CITy4alHOIO W/WIIY NpeAHAMEPEHHOTO UCKaXKEeHHS (pa3pyIIeHus).



OBO3HAYEHUWS 1 COKPAILLIEHU A

ABC — anTBHpYCHBIE CPEACTBA

APM —aBTOMAaTH3UPOBAHHOE paboyee MECTO

BTCC — BcrioMoraresibHble TEXHUYECKUE CPEICTBA M CUCTEMBI
HCTIJIx — nHpopMaIiioHHas CUCTEMA MEPCOHATBHBIX TAHHBIX
K3 — koHTpompyemast 30Ha

JIBC — nokaJyibHasi BEIYACIUTEIBHAS CETh

MD — MexceTeBOol 3KpaH

HCJI — HecaHKIIMOHUPOBAaHHBIN JOCTYII

OC — onepanposHas ciucTeMa

I1/Ts — mepcoHabHBIE TaHHBIE

IIMB — nporpaMMHO-MaTeMaTH4eCcKOe BO3/ICHCTBUE

ITO — nporpammHoOe obecreyeHue

T[TOMIH — no6o4HbIe 37IeKTPOMarHUTHBIE U3ITyYEHHS 1 HABOIKH
CA3 — cuctema a”Hanm3a 3aIlUIIEHHOCTH

C3U — cpenctBa 3an1uThl HHOOpMAITUN

C3I1dH — cucrema (moacucTemMa) 3aIUThl IEPCOHANBHBIX TaHHBIX
COB - cuctema 0OHapyKEHHS BTOPKEHUH

TKY U — Texauueckue KaHasIbl YTEUKH HHPOpMaLIn

YBIT/IH — yrpo3bl 6€30macHOCTH MTEPCOHATBHBIX TaHHBIX



1. BeBenenue

Hacrosimas [Tomutuka uHdopmanumonHoit 6e3onacHoctu (nanee — [lonutuka)
rOCYJapCTBEHHOI0 OIO/DKETHOTO YUYPEXICHHsSI 3ApaBOOXpaHEHHsS ApXaHIelbCKON
obnactu «Kopspkemckasi ropoackas 6onbHuna» ([lanee - Yupexzaenue), sBiasiercs
ouIHaNBEHBIM JOKYMEHTOM.

[Tonutuka pazpaboraHa B COOTBETCTBUH C LIEJIIMHU, 3a/ladaMH U NPUHIUIIAMU
obecrnieueHus: 6€30I1aCHOCTH MEPCOHANBHBIX JaHHBIX U3JI0KeHHBIX B KoHuenuuu uH-
¢dopmarmonnoi 6e3onacuoctu UCITJl Yupexnenus.

[TonuTHka pa3paboraHa B cOOTBETCTBHM ¢ TpeboBaHusiMH DenepanbHOro 3a-
koHa oT 27 uronst 2006 r. Ne 152-®3 «O nepcoHaNbHBIX JaHHBIX» U MOCTAHOBJICHHUS
[IpaButensctBa Poccuiickoit ®@enepauuu ot 11 Hos6ps 2007 r. Ne 781 «O6 yTtBep-
xaeHuu ITonoxxenust o6 obecrieyeHnn 6€30MaCHOCTH NMEPCOHATIBHBIX JAHHBIX MPH UX
00paboTke B MHPOPMALIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX», HA OCHOBAHHUU:

- «Pexomenganuii nmo obecrneueHuro 0e30MAaCHOCTH MNEPCOHANBHBIX JIaHHBIX
npu ux o6paboTke B MHYOPMALMOHHBIX CUCTEMAaX MEePCOHAIBHBIX JAaHHBIX», YTBEP-
x1eHHbIX 3amecturenem aupekropa ®CTIOK Poccun ot 15.02.2008 .,

- «TunoBeIX TpeGoBaHMIA 1O OpraHU3alUU U OOecreYeHuI0 (YHKIIUMOHUPOBa-
HUs M (POBaIBHBIX (KpUNTOrpapUUeCKUX) CPeCTB, IpeaHa3HAYEHHBIX IS 3AIUTHI
HMH(OpMaLIUK, He COZiepIKallleil CBEIeHH, COCTABIISIOIUX I'OCYAapCTBEHHYIO TailHy B
Cllyyae M3 MCIOJIb30BaHUs i obecrieueHus: 6€30MacHOCTH NEePCOHAIBHBIX JaHHBIX
npu ux o6paboTke B HHPOPMAIIMOHHBIX CUCTEMaX MEPCOHAIBHBIX JaHHBIX», YTBEP-
x1eHHbIX pykoBoacTBoM 8 Llentpa ®CB Poccun 21.02.2008 r. Ne 149/6/6-662.

B ITonutuke onpenenens! tpeboBanus k nepconany MCII/IH, cTeneHb oTBeT-
CTBEHHOCTH I€pPCOHAJIa, CTPYKTypa U HEOOXOAMMBIH ypOBEHb 3alIMILEHHOCTH, CTa-
TYC ¥ JOJDKHOCTHBIE OOSI3aHHOCTH COTPYIHHKOB, OTBETCTBEHHBIX 3a obOecrieueHue
Oe3omnacHocTH nepcoHanbHbIX qaHHbIX B UCIT/IH YupexaeHus.

2. O0mue nmoJIoKeHust

Iensro HacToswme# [lonutuku siBisiercs obecnieyeHre 6€30MacHOCTH 0OBEKTOB
3alIMTHl YYPEXIAECHUs OT BCEX BHJIOB yIpo3, BHEIIHUX U BHYTPEHHHUX, YMBIIUIEHHBIX
¥ HenpeIHaMepeHHbIX, MUHMMHM3aLus yuiepba OT BO3MOXHOW pealu3aludd yrpos
6esonacunoctu [1/1n ( nanee - YBIT/IH).

be3onacHOCTh nepcoHaNBHBIX JTAHHBIX JOCTUTAETCs IyTEM HMCKIIOYEHHs He-
CaHKIIMOHMPOBAHHOI'O, B TOM YHCJIE CIy4aifHOT0, JOCTYIIa K EPCOHAIBHBIM JaHHEIM,
pe3yJIbTaTOM KOTOPOIr0 MOXKET CTaTh YHHUUYTOXKEHHE, U3MEHEeHHUe, OJIOKUpOBaHKE, KO-
IMPOBAaHUE, PACIPOCTPAHEHUE MEPCOHANBHBIX NaHHBIX, a TAKXKe HMHBIX HECAHKIIHO-
HUPOBaHHBIX JICHCTBUH.

Wudopmanys u cBs3aHHBIE C Hell pecypchl JOJDKHBI OBITh AOCTYIIHBI IJIsi aBTO-
PH30BaHHBIX I0JIb30BaTesei. JJOMKHO OCYIIEeCTBIATECS CBOEBpEMEHHOE OOHapyKe-
Hue U pearupoBanue Ha YBII/[H.



JIOJKHO OCYyIIECTBIATHCS NPENOTBpAIleHUe NpeJHAMEPEeHHbIX WM Cilydai-
HBIX, YaCTUYHBIX WJIM TOJIHBIX HECAaHKIIMOHUPOBAHHBIX MOAM(UKALUN WM YHUYTO-
YKEHHS TaHHBIX.

CocTtaB 00B€KTOB 3alIUTHI IIpeacTaBieH B «[lepeuHe nepcoHaNbHbIX HaHHBIX,
MOIeXKAIIHUX 3aLIUTEN.

Cocta UCI1/IH noanexamux 3amure, npeacrasied B «OTuere o pe3ynbTaTax
IPOBEJEHUS BHYTPEHHEN IIPOBEPKUY.

3. Oo0uaacTn aeicTBus

TpebGoBanus Hactosmen [ToJUTUKH pacripoCTpaHSIOTCSl HAa BCEX COTPYIHHUKOB
VYupexxnenus: (IITaTHBIX, BPEMEHHBIX, pabOTAIOMMX M0 KOHTPAKTY U T.IL.), a TaKXKe
BCEX MPOYMX JIUIL (OAPSAUYUKH, ayTUTOPHI U T.IL.).

4. Cucrema 3alUTHI NEPCOHAJBHBIX JAHHBIX

Cucrema 3aiMTHl IEpCOHANBHBIX AaHHBIX (nanee - C3I1/H), ctpouTcst Ha oc-
HOBaHUHU:

- Ot4era 0 pe3ynbTaTax NPOBEICHHUS] BHYTPEHHEH IPOBEPKHU;

- [lepeuHst nepcoHanbHBIX JaHHBIX, MOJJIEXKAIIUX 3aIUTE;

- AxTa Kinaccupukanuy HHPOPMAIMOHHON CHCTEMBI MIePCOHANIBHBIX JIaHHBIX;

- Mopnenu yrpo3 6e30nacHOCTH NepCOHATBHBIX JaHHBIX;

- [lonoxxeHuss 0 pasrpaHMyYeHUM INpaB AoCTyna K oOpabarhiBaeMbIM Mepco-
HaJIbHBIM JJaHHBIM;

- PykoBoasinux nokymentoB @®CTIK u ®CB Poccum.

Ha ocHoBaHMM 3THX [OKyMEHTOB ompezessercs HeoOXOAMMBIH YpOBEHb 3a-
mumenHocty [1/1xn xaxnon UCIIIn Yupexnenus. Ha ocnoBanuu Otuera o pe3yiib-
TaTax MPOBEJICHUS BHYTPEHHEH IPOBEPKH, ENAeTCs 3aKII0YeHHEe 0 He0OX0AUMOCTH
UCIIO/Ib30BaHMUs TEXHUYECKUX CPE/ICTB M OPraHU3allMOHHBIX MEPONPUATUH 11 obec-
neuyenus 6ezonacHocty [1/]H. BeiOpanHble HEOOX0IUMBIE MEPOIIPUATHUS OTPAXKAFOTCS
B «IInane Mmeponpusituii no obecnevyenuro 3anutsl [1/JH».

Jns xaxxnot MUCII[IH nomkeH OBITH COCTaBIEH CIMCOK MCIIOIB3YEMBIX TEXHHU-
YECKHX CPEICTB 3alIMTHI, a TaK XK€ NPOrpaMMHOro obecreyeHusl y4acTBYIOLIEro B
obpaboTtke [1/IH, Ha Bcex anemenTax UCIT/Ix:

- APM nonp30Barenei;

- CepBepa npuioxeHuii;

- CYB/;

- I'panuna JIBC;

- Kananos nepenauu B cetu o0miero nojabp3oBaHus U (WIH) MEXIYHAPOIHOTO
obMeHa, eciy 1o HUM nepenarotcs [1/1H.

B 3aBucumoctu ot ypoBHs 3amuimeHHoctd MCII[IH ¥ akTyalbHBIX Yrpos,
C3I1/11 MoXeT BKJIIOYATh CIIEAYIOIHe TEXHUIECKHE CPEe/ICTBA:

- aHTUBUPYCHBIE CPECTBA I pabOYMX CTaHIU I10JIb30BaTENIel H CEPBEPOB;

- CpeICTBa MEXCETEBOI0 IKpaHUPOBAHUS;

- CpeZicTBa KpUNTOrpaduueckoi 3aluThl HHGOPMAIMHU, TP Tepeiade 3alllu-
IaemMoi HHGpOpPMAaLIMHU 0 KaHaJIaM CBSI3H.
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Tak e B CIMCOK JOJDKHBI OBITh BKJIIOYEHBI (DYHKIMH 3allUThl, obecreynBae-
Mble IITaTHBIMU cpeactBamu 00pabotku [1/IH onmepanmonubiMEH cucteMamu (OC),
npukiagaeM [10 U cienranbHBIMU KOMIUIEKCAMHU, peasIu3yIOIIMMHU CPECTBA 3allu-
Thl. CIUCOK (QYHKLUHI 3alIUTHI MOXKET BKIIIOYATh:

- YIIpaBlIeHHE U pa3rpaHu4YeHHe JOCTYIIa [10J1b30BaTeleH;

- PEerUCTpaLUIO U yUeT AeUCTBUN ¢ HHpOopMaIe;

- - obecreyuBaTh LIEOCTHOCTh JaHHBIX;

- - IPOU3BOJIUTH OOHApYKEHUE BTOP)KEHUH.

Cnucok UCIONb3yeMbIX TEXHUYECKUX CpelcTB oTpaxaercss B «llmane mepo-
NpUATUN 10 0OECIeUeHHUIO 3aIIUTHI MEePCOHAIBHBIX AaHHBIX». CIHUCOK HCHOJb3ye-
MBIX CpPEICTB JOJDKEH IMOJAJIEP)KUBAThCA B aKTyaJlbHOM COCTOSIHMH. [Ipu n3meHeHHH
COCTaBa TEXHUYECKHUX CpelcTB 3amuThl win 3nemeHToB UCII/{H, cooTBeTCTBYIOIIME
U3MEHEeHHUs] JOJDKHBI OBbITh BHeceHbl B CIIMCOK M YTBEpPXAEHBI PYKOBOJAUTEIEM
VYupexaeHus: WIH JIMLIOM, OTBETCTBEHHBIM 3a obecrieuenue 3ammtsl [1/1H.

5. TpeGoBanusi k noacucremam C3I1In

C3I1/Jx BximroyaeT B ceds CiieyIoniie MoJCUCTEMBI:

- YIIpaBJICHHs JOCTYIIOM, PETUCTPALIMU U YUETa;

- obecrieyeHust LeJIOCTHOCTH U IOCTYITHOCTH;

- @aHTUBUPYCHOM 3allUTHI;

- MEXXCETeBOI0 IKpaHUPOBAHHUS;

- aHaJIM3a 3aIlUIIEHHOCTH;

- oOHapy>XeHUsI BTOPKECHHI;

- Kpunrorpaduueckoi 3amuThI.

IMoncucremsr C3I1/IH umeroT pa3nuyHb (YHKIHOHAT B 3aBUCHMOCTH OT
kinacca MCIIQH, onpenenenHoro B «Akrte kiaccudukanud WHGOPMALUOHHON CH-
CTEMBI IEPCOHAIBHBIX JaHHBIX». CHIHCOK COOTBETCTBUS (YHKUMHA MOJCUCTEM
C3II/IH knaccy 3alMIIeHHOCTH NpeacTaBiieH B [IpuiioxxeHun.

S.1. IToacuerembl ynpaBJjieHHs JOCTYNIOM, PErTHCTPALHHA H y4eTa

IToncucreMa ympaBieHHsl JOCTYIIOM, PETHCTpallid U y4yeTa MpeaHa3HavYeHa
JUIS peau3alyy Cleayoumx GyHKIuii:

- MACHTU(DHUKAIMK U NPOBEepKa MOJIMHHOCTH CyOBEKTOB JOCTYIIA MPH BXOJE B
UCIT1/IH;

- MIEHTU(HUKAIIMM TEePMHHAJIOB, Y3JI0B CETH, KaHaJOB CBS3H, BHEIIHMX
YCTPOMCTB IO JIOTHYECKHM HMEHAaM;

. - UICHTUQHUKALMU TPOrpaMM, TOMOB, KaTaJloroB, (haiijioB, 3amucei, mojei 3a-
IIKCeN 10 UMEHaM;

- perucTpanuy Bxoja (BbIxoja) CyObEKTOB JOCTyIa B CUCTEMY (M3 CHCTEMEI),
nubo perucTpanys 3arpy3Kd U MHHLIHAIU3ALUN ONEPAllMOHHON CHCTEMBI U €€ OCTa-
HOBA.

- PErucTpalyH MOMBITOK JOCTyIa IPOrpaMMHBIX CPeACTB (IporpaMm, Imporec-
COB, 3aJ1a4, 3a/IaHMi) K 3alluIaeMbIM (aiiiam;
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- PEeTHCTpallMU TOMBITOK JOCTyIa MPOrpaMMHBIX CPEACTB K TepMHUHAJIaM, Ka-
HaJlaM CBSI3H, IpOrpaMMaM, ToMam, Karajoram, (aiinam, 3amucsm, oM 3arucei.

[Toncucrema ympapieHHs] AOCTYIIOM MOXET OBITh peaqr30BaHa C IOMOIIBIO
IITaTHBIX cpeAacTB oOpaborku [1/IH (onepanuoHHbIX cucteM, npunoxeHuid u CYBJ).
Tak >xe MOXeT OBITh BHEAPEHO CIIeUaIbHOE TEXHUYECKOE CPEICTBO MU UX KOM-
IUIEKC OCYILECTBIISIOIINE JAOMOIHUTENbHBIE MEPhl M0 ayTeHTHU(PHUKALUN U KOHTPOIIO.
Hanpumep, npuMeHeHHe eIUHBIX XPaHWIMIL YYeTHBIX 3alicel Mmojb30BaTeneil u pe-
TUCTPALMOHHOW MH(OPMALIUHU, UCIIONb30BaHHEe OMOMETPUYECKUX M TEXHUYECKUX (C
MIOMOIIBIO AJIEKTPOHHBIX IPOITYCKOB) Mep ayTeHTU(UKALIUU U IPYTHX.

5.2. [loacucrema obecnevyeHHsi HEJTOCTHOCTH M JOCTYITHOCTH

[Toncucrema obecriedeHus! LEIOCTHOCTH U JOCTYIMHOCTH NpeJHa3HayeHa s
obecrieueHus: LEJOCTHOCTH U jAoctynHocTd [IJ[H, mporpaMMHBIX M anmapaTHBIX
cpeacts UCIIIH VYupexnaeHus, a Tak k€ CpeACTB 3alllUThl, IPU CIIy4alHON WU
HaMEepeHHOU MOIU(UKAIIH.

IToncucrema peanusyercs ¢ MOMOLIBIO OpraHU3alliy PE3ePBHOIO KOMMMPOBAHMUS

oOpabarpiBaeMbIX JaHHBIX, a TaK XK€ pe3epBUpPOBaHUEM KJIOYEeBBIX 3neMeHToB MC-
I1/1n.

5.3. [loacuecreMa aHTHBHPYCHOM 3aIIMTHI

[Toncucrema aHTUBUPYCHOW 3aIUTHI MpeAHAa3HAUYeHa ISl 00ecrieueHus] aHTH-
BUPYCHOM 3amuThl cepBepoB U APM nons3oBareneid UCIT/{n Yupexnenus.

CpenctBa aHTUBUPYCHOM 3alUTHl MpeAHA3HAYEHBI IS Pealu3allié CIIEAYIO-
UX QYHKIUN:

- PE3UACHTHBIN aHTUBUPYCHBIM MOHUTOPHUHT;

- aHTUBHUPYCHOE CKaHUPOBAHHUE;

- CKpUNT-0JIOKUPOBAHHUE;

- LIGHTPAJIM30BaHHYIO/yIaJIeHHYIO YCTaHOBKY/IEHHCTAUISLIUIO aHTUBUPYCHOTO
IIPOAyKTa, HACTPOMKY, afiMUHUCTPUPOBAHHE, IPOCMOTP OTYETOB U CTATHCTUYECKOM
uHpopMaIuu 1o padboTe NPoOaAyKTa;

- aBTOMAaTU3MPOBaHHOE OOHOBJICHHE aHTUBUPYCHBIX 0a3;

- OrpaHUYE€HHUE IpaB I10JIb30BATENS HA OCTAHOBKY MCIIOJIHSIEMBIX 3aJa4 U U3-
MEHEHHSI HaCTPOEK aHTUBUPYCHOI'O MPOrpaMMHOI0 obecrieueHus;

- aBTOMaTUYECKHU 3aIlyCK cpa3y IMOCje 3arpy3Ku OlepallMOHHON CHCTEMBI.

[Toncucrema peanusyercs IyTeM BHEAPEHHUs CIHEIUAIBHOIO aHTUBHUPYCHOTO
nporpammHoro obecnedenus Ha Bce aneMeHTsl UCIT]IH.

5.4. IToacucremMa MeKCeTEBOro IKPAHHPOBAHHS

IToncucrema MexXceTeBOro 3KpaHHUpPOBAHHUS TpeAHA3HA4YeHa Ul pealn3aliu
CleayIomuX QyHKIHiA:

- GuIpTpalK OTKPBITOrO ¥ 3ammdpoBaHHOro (3akpbiToro) IP-Tpaduka mo
ClIeIyIOIUM TTapaMeTpam;
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- (ukcanuy BO BHYTPEHHHX JXypHalax WH(GOPMAIMH O MPOXOMSIIEM OTKpHI-
TOM ¥ 3aKkpbiToM IP-Tpaduxe;

- UAeHTU(PUKALMK U ayTeHTU()UKALUIO aIMUHUCTPATOPa MEXCETEBOr0 3KpaHa
IIPY €ro JIOKAJIbHBIX 3allpocax Ha J0CTYTI;

- perucTpauuu Bxoja (BbIXO/a) alMUHUCTPATOpa MEXCETEBOI0 KpaHa B CH-
cTeMy (M3 cUCTeMBI) JTMO0 3arpy3KH U MHULUAIN3ALUU CUCTEMBI U €€ IPOrpaMMHOTI0
OCTaHOBA;

- KOHTPOJISl IIEIOCTHOCTH CBOEH MpOrpaMMHOM U HH(GOPMALIMOHHOM YacTu;

- (UIBTpaLUU MAKEeTOB CITY)K€OHBIX MPOTOKOJIOB, CIIYXAIUX I JUArHOCTUKU
Y yTpaBlieHus: paboTON CETEBBIX YCTPOUCTB,;

- GUIBTpalUU C y4YeTOM BXOJHOTO U BBIXOJHOIO CETeBOro MHTepdeiica Kak
CPEeACTBO NPOBEPKHU MOJIMHHOCTHU CETEeBBIX aJJpecoB;

- PErUCTpaLMY U y4yeTa 3alpalliBaeMbIX CEPBUCOB IIPUKIIATHOTO YPOBHS;

- OJIOKMpOBaHUs NOCTyNa HEUICHTU(PHULIUPOBAHHOIO OOBEKTa WIH CyOBeKTa,
NIOVTMHHOCTH KOTOPOTO IpH ayTeHTU(HUKALIMKA HE TOATBEPAUIACH, METOIaMH, YCTOM-
YUBBIMU K IIEPEXBaTy;

- KOHTPOJIS 32 CETeBOM aKTMBHOCTBIO NPWIOKEHUH M OOHApYy)KeHHs] CEeTeBBIX
aTax.

IToncucrema peanusyeTcss BHEAPEHUEM ITPOrpaMMHO-aIIapaTHBIX KOMILIEKCOB
MEXCEeTeBOro 3kpaHupoBanus Ha rpanuie JICB, kinaccom He Huxe 4.

5.5. IloacucreMa aHaJiM3a 3aIHIIEHHOCTH

[Toncucrema aHanM3a 3allUIIEHHOCTH, 10JDKHA 00ECTIeYnBaTh BBISBICHHUS Ys3-
BUMOCTEMH, CBA3aHHBIX ¢ ommbkamMu B KoHpurypamuu [10 WCIIIH, KoTOpble MOTYT
OBITH UCIIOJIB30BAHBI HAPYILUTENIEM VISl pealu3aliii aTaku Ha CUCTEMY.

DyHKIHMOHAJ MOACUCTEMBI MOXXET OBITH pealin30BaH NMPOrPaMMHBIMH U IIPO-
rpaMMHO-aInapaTHBIMU CPEACTBAMH.

S.6. Iloacucrema oOHapy:KeHHUsI BTOP/KEHHU I

IToncucrema oGHapyKeHUsI BTOP)KEHHIA, J0JIKHA 00€CIIeYrBaTh BEISBICHHE Ce-
TeBBIX arak Ha sneMeHThl ICII/IH nmoxkimroueHHbIe K CeTSM OOIIEro Mmojb30BaHUs U
(nM) MeXTyHapOIHOTO OOMeHa.

@OyHKIMOHAJ MOJACUCTEMbI MOXET OBITh pealM30BaH MPOrPaMMHBIMH ¥ IIPO-
rPpaMMHO-aINapaTHBIMK CPEICTBAMH.

5.7. Hoacucrema kpunTorpadgpuueckoi 3auHThHI

IToncucrema kpunrorpaduueckoi 3alUThl NMpeAHA3HAYEHA Ui MCKIIOYEHUs
HCJI x 3amuniaemoii nudopmanuu B UCITIH YupexaeHus, npy ee repenade Mo Ka-
HaJlaM CBSI3U ceTel 0OLIero IMoabp30BaHus U (WIH) MEXXAYHapOJHOro 0OMeHa.

IToncucrema peanusyeTcsi ¢ MOMOIIBIO BHEAPEHHs KPUIITOTpapUIECKUX Mpo-
rpaMMHO-alIapaTHBIX KOMIUIEKCOB.

13



6. IMoan3oBaTesn UCIIAn

B «Konuenuuu nHGpOpMAIMOHHONM 06€30IaCHOCTHY OIpeesIeHbl OCHOBHBIE Ka-
TEropuu rnosib3oBaTeneil. Ha 0ocHOBaHMU 3THX KaTeropuu AO0DKHA OBITH MPOU3BEICHA
tunuszanus noss3osarenedt UCII/H, onpenenen ux ypoBeHb JOCTyIla ¥ BO3MOXKHO-
CTH.

B UCII[JH YupexxaeHuss MOXKHO BBIIEIUTH CIIEAYIONIHE PYIIBI M0JIb30BaTe-
ne#, ydacTByromux B oopabortke u xpanenuu [1/1H:

- Anmunuctparopa UCIT/H;

- AnMuHHUCTpaTopa 6€301MacHOCTH;

- Oneparopa APM;

- AIMUHUCTpaATOpa CETH;

- Texnuyeckoro crenuanucTa 1Mo oOCIyXUBaHUIO NepudepuitHoro obopyno-
BaHUS;

- IIporpammuct-pazpaboruuk UCII/IH.

JlaHHBIE O IpyMNIax I0JIb30BaTelNsX, YPOBHE MX JIOCTyIa U MH(GOPMUPOBAHHO-
CTH JOJDKEH ObITh oTpakeH B «llosokeHue o pasrpaHUyYeHuH NpaB JocTyna K oOpa-
OaTbIBaeMBIM IT€PCOHATIBHBIM JaHHBIMY.

6.1. Axmunuctpatop UCIIAn

Anmvunuctparop MCII[IH — coTpynHHMK YupexaeHHus, OTBETCTBEHHBIN 3a
HacTpoiiky, BHeapeHue u comnpoBoxaeHue MCII/In. ObecrnieunBaeT GpyHKIMOHUPO-
BaHMe nojacucteMsl ynpasieHus aoctynom MCII/IH u ynoiHOMOYeH OCyIIECTBIISTh
NpeAOoCTaBIeHHEe U pa3rpaHUYeHHe JOCTyIa KOHEYHOro mnoJb3oBarens (Omeparopa
APM) k anemeHTaM XpaHsIIUM IepCOHAIbHBIE JaHHBIE.

Anmvunuctparop UCII/Ixn obnagaeT cneayiommM ypoBHEM JOCTYIa U 3HAHUMA:

- obnagaet nmonHoOM UH(pOpMaIHel 0 CUCTEMHOM M IPUKJIAJHOM ITPOrpaMMHOM
obecneuennu UCI1]IH;

- obnamaet nonHOM UHGOpPMaLHel 0 TEXHUYECKHUX CPEICTBAaX U KOHOUTYpaLlUuU
UCITI]/IH;

- HIMEET JOCTYIl KO BCEM TEXHHYECKUM cpeicTBaM o0paboTKu MHpOpMaLK U
nanasiM UCIT/1H;

- obnagaer mpaBaMH KOH(HUTYPHPOBaHHMS U aIMUHHCTPATUBHOM HACTPONKH
texHuyeckux cpencts UCII/In.

6.2. AnmunucTpaTop 6e30nacHOCTH

AnmMuHHCTpaTOp 6€30I1aCHOCTH — COTPYAHUK YUpeXIeHUs, OTBETCTBEHHBIN 3a
¢ynxumonupoBanue C3I1/IH, Bkmoyass o0CiIy)KHBaHHE W HACTPOMKY aJMHHHCTpa-
THBHOM, CEpBEpHON M KIIMEHTCKOW KOMITOHEHT.

AnmuHucTpaTop 6e30macHOCTH 00JafiaeT CIEAYIOIMIMM YPOBHEM JOCTYNa U
3HAHUMN:
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- obnanaer npaBamu Anmunuctparopa UCIx;

- obnamaer nonHou uHGopmanueit 06 UCII/H;

- IMEeT JIOCTYIl K CPeJCTBaM 3allUThl HHPOPMALMK U MPOTOKOIUPOBAHUS U K
yacTu KimoueBbIX aneMeHToB UCIT/1H;

- He UMeeT IIpaB J0CTyIa K KOHQUTYPHUPOBAHUIO TEXHUYECKUX CPEICTB CETH 32
UCKITIOYeHHUEM KOHTPOJIBHBIX (MHCIEKLIMOHHBIX).

AnmMuHHCTpaTOp 6€30MaCHOCTH YIIOJIHOMOYEH:

- pealu30BbIBaTh NOJUTUKH Oe3omacHoCcTH B yacTu HacTpoiiku CK3U, mexce-
TEBBIX DKPaHOB U CHCTEM OOHapy»EeHHsI aTak, B COOTBETCTBUU C KOTOPBIMH IOJIB30-
Barenb (Oneparop APM) nonydaer BO3MOXHOCTh paboTaTh ¢ aneMentamu UCI1/H;

- OCYILIECTBIISATH ayJIUT CPEZCTB 3alUTHI;

- YCTaHaBJIMBaTh JOBEPUTEJIbHbIE OTHOIIEHHUS CBOEH 3alllMIIEHHON CeTH C ce-
TSAMU JPYTUX YUpeKACHHUMN.

6.3. OnepaTtop APM

Onepatop APM — coTpynHuk YupexIeHus, OCyHIeCTBISIOMMUNA 00paboTKy
[1n. O6pabotka [1/IH BxmOYaer: BO3MOXKHOCTH npocMoTpa [1JIH, py4HO# BBOA
[T1x B cucremy UCII[IH, ¢dopmupoBaHUe CIIpaBOK M OTYETOB MO MH(OPMAIHH, TO-
ny4derHoi u3 UCIIJ. Onepatop He UMeeT MOJTHOMOYMIA ISl yIPaBIEHUs MOACHUCTe-
Mamu 06pabotku naHHbX U C3I1/]H.

Onepatop UCI1/IH o6nanaer cieayionuM ypoBHEM AOCTYTIA U 3HAHUM:

- obnazaer BceMH HEOOXOIUMBIMU aTpubyTamu (Harmpumep, naposem), odec-
MeYMBAIOIIMMU IOCTYI K HEKOTOpoMy noaMHOXKecTBY [1/1H;

- pacriosiaraeT KOHGHUAESHIMATbHBIMU JaHHBIMU, K KOTOPBIM UMEET JAOCTYII.

6.4. ATMHHHCTPATOP CETH

AIIMUHHUCTPATOP CETU — COTPYJHUK YUpPEXJACHUsI, OTBETCTBEHHBIN 32 (QyHKIIH-
OHHMpOBaHUE TelleKOMMYyHUKaluuoHHOU noacuctemsl UCII/IH. AnMuHuCTpaTOp CETH
HEe MMeeT MOJHOMOYMM sl yrnpaBieHHUs MoJACUcTeMaMu o0paboTKU JaHHBIX U Oe3-
OTIaCHOCTH.

AMUHHUCTpATOp ceTH 00JIaaeT CaeAyIOUMM YPOBHEM JIOCTYIIa ¥ 3HAHUMA:

- obnagaer yacTpio HHGOPMAIIMKA O CUCTEMHOM M MPUKIIAIHOM MPOrPaMMHOM
ob6ecnieuennu UCI1/H;

- obnajaer 4acTeio HHQOPMALIMK O TEXHUYECKHUX CPeJICTBaX M KOHGUTYpalllK
UCII]/IH;

- UMeeT (U3NYECKHHA JOCTYN K TeXHHYECKHM CpelcTBaM 00paboTku MHGOp-
MalMM U CPeJICTBaM 3alllUThI;

- 3HAET, 110 MEHBILIeH Mepe, O/THO JIeraJIbHOe UMsI JOCTYIIa.
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6.5. Texun4yeckuii cieHAJHCT MO 00CTYKHBAHHUIO NepHpepHITHOrO
obopyaoBaHusi

TexHUYeCKUl CHEeHHMATUCT MO OOCIYXHUBAaHUIO — COTPYOHHUK YUpexIeHHUs,
OCYyILIECTBIAET OOCITy)XKMBaHUE M HACTpOWKy mnepudepuitHoro obopynosanus WC-
[T[In. TexHu4eckuit cnenuaiucT o obcimyxuBaHUIO He uMmeeT aoctyna kK I1/IH, He
UMeEeT MOJTHOMOYHUMN JIJIsl YIIpaBJieHus MoAcucTeMaMu o0paboTK JaHHBIX U Oe3omac-
HOCTH.

TexHUYECKUI CHIEUANUCT 10 00CTY)KUBaHUIO 00J1a1aeT CIeIyIOLIM YPOBHEM
JOCTYTIa U 3HAHUIA:

- obnagaeT 4acThio MHGOPMAIMU O CUCTEMHOM U IMPHUKJIAIHOM IPOrPaMMHOM
ob6ecnieuenuu UCI1/IH;

- o0nmamaer 4acTpio HHGOPMALIUU O TEXHUYECKUX CPEJCTBAaX U KOHPUIypaluu
UCI1dx;

- 3HaeT, 10 MeHbLIEH Mepe, OHO JIeraJibHOe UMs JOCTYIIA.

6.6. Ilporpammuct-paspaborunk UCIIIn

[TporpaMMuUCTBI-pa3pabOTYMKU (TIOCTABIIMKH) MPUKIATHOTO MPOTPAaMMHOIO
obecnieyeHus, obecrieynuBalolIie ero CONnpoBOXKAeHHe Ha 3amuiaeMoMm oobekre. K
J@HHOW IpyMIe MOI'YT OTHOCUTBHCS KaK COTPYIHHUKU YUpeXIAeHHs, TaK U COTPYIHHU-
KU CTOPOHHUX OpraHU3allMid.

JIuuo 3Toi Kareropuu:

- obnagaer uHpopmauued 06 anropuTMax M nporpammax o6paboTku uHGOpP-
manuu Ha UCIT/H;

- o0maaeT BO3MOXXHOCTSIMH BHECEHHs OIIMOOK, HeNeKJIapHUpPOBAHHBIX BO3-
MOXKHOCTEH, NPOrPaMMHBIX 3aKJIaJOK, BPEIOHOCHBIX NPOrpaMM B IIPOrpaMMHOE
obecnieuenue UCI1/Ia Ha craguu ee pa3pabOTKH, BHEAPEHUS U COMTPOBOXKICHHUS;

- MOXET pacnosarath JIOOBIMU (parMeHTaMHd HHGOPMALKUUA O TOIOJOTUU

NCIIIH u TexHUYeCKHUX cpeacTBax o0paboTku u 3amutsl I1/{H, oOpabaThiBaeMBIX B
UCI1/1x.

7. TpeOoBaHus K nepcoHay mo odecnevyennio 3amutol I1n

Bce cotrpyanuku VYwupexnenus, spistoundecs mnosszoBarensmu  MCIT/IH,
JOJDKHBI YETKO 3HATh U CTPOrO BBHINOJIHATH YCTAHOBJICHHbIE IPaBHIa U 00S3aHHOCTH
I0 JIOCTYITY K 3allMIIaeMbIM 00BEKTaM U COOIIONEHUIO IPUHSATOTO pekuMa be3omac-
Hoctu [1]1H.

IIpy BCTymuIeHMHM B OOJDKHOCTH HOBOTO COTPYAHMKA, HEMOCPEACTBEHHBIN
HayaJbHHUK IIOJpa3/ielIeHUs, B KOTOpOE OH IOCTyInaeT, 00s3aH OpraHU30BaTh €ro
O3HAaKOMJIEHHE C JOJDKHOCTHOM HMHCTPYKIMEH M HEOOXOJUMBIMH JOKYMEHTaMH, pe-
rIIaMEHTUPYIOIIUMH TpeboBanus 1o 3amute [1/[H, a Takke o0ydyeHHe HaBBIKaM BEI-

IIOJIHEHUA npoue,ayp, HCOGXO,III/IMBIX JJIsA CaHKLII/IOHPIpOBaHHOFO UCITIOJIB30BaAHUSA
VICTT/Ix.
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CoTpyaHuK q0KeH ObITh 03HAKOMJIEH CO CBeIeHUsAMU Hactosimen [lonutuku,
NpUHATHIX npoueayp padotsl ¢ anementamu UCITQn u C3I1/0H.

CoTpynHuku YdpexaeHus, UCIIONb3YIOIIie TEXHUYECKHE CpeCTBa ayTeHTH-
¢bukanuy, IOJDKHBI oOecnedrBaTh COXPAHHOCTh HMJIEHTU(UKATOPOB (JIEKTPOHHBIX
kmoueil) u He pomyckath HC/I k HUM, a Tak jke BO3MOXXHOCTb UX YTE€PH WU UCIIOJb-
30BaHUs TPEeTbUMH JHLaMHU. [lonb3oBaTenu HeCyT MEPCOHANBHYIO OTBETCTBEHHOCTD
3a COXpPaHHOCTh UJIEHTU(PHUKATOPOB.

Cotpyanuku YupexxaeHus: JOJDKHBI CIel0BaTh YCTAaHOBJIEHHBIM MpOLIELypaM
noazepxxanus pexuma 6esomnacHoct [1/[H npu BeIGOpe U UCIIOIB30BAHUU MapoJeH
(ecnu He UCIIONIB3YIOTCS TEXHHUYECKUE CPEJICTBA ayTEeHTU(DUKALIUN).

CoTpynHUKH YUpexIeHHUs T0JDKHBI 00ecreunBaTh HaUIexallyo 3amuTry 00o-
PYAOBaHHUS, OCTaBIsAEMOro 0€3 MpUCMOTpa, OCOOEHHO B TE€X Cilydasx, KOrja B Iome-
IIeHHe UMEIOT JOCTYIl MOCTOPOHHUE JHIa. Bce monp30BaTeny H0KHBI 3HaTh Tpebo-
BaHMA 1o GezonmacHocTH [1/IH u mpouexypsl 3amuUTsel 000pYIOBaHUS, OCTABIEHHOIO
6e3 mpucMoTpa, a TaKXKe CBOM 00SI3aHHOCTHU IO 00ECIIeYeHHIO TaKOH 3aIUTHI.

CoTpynHHMKaM 3ampelniaeTcss YCTaHaBIMBAaTh IIOCTOPOHHEE MPOrpaMMHOE
obecrieyeHue, MOAKIIOYATh JIMYHbIE MOOMIbHBIE YCTPOMCTBAa U HOCUTEIH UH(pOpMa-
IIMH, a TaK )K€ 3allUChIBATh Ha HUX 3alUIaeMyi0 HH(OpMALIHUIO.

CoTpynHHKaM 3ampelaercsi pasriamarh 3aldilaeMyo HHGOpMaluio, KOTO-
past cTajna UM HU3BeCTHA IIpH paboTe ¢ HHPOPMAIIMOHHBIMH CUCTEMAMH Y UpeKIeHUs,
TPETHUM JIULIAM.

ITpu pabote ¢ [1/In B UCIT/IH coTpynuuku YupexaeHus: o6s3aHbl o0ecrieuuTsb
OTCYTCTBHE BO3MOXHOCTH mnpocmotpa II/[H TpeTtpumu nuuamu ¢ monutopoB APM
WA TEPMUHAJIOB.

ITpu 3aBepmenuun pabotsl ¢ UCII[IH corpynnuku o0s3aHbl 3amuTuth APM
WIA TePMHUHAJIBI C TIOMOIIBIO OJIOKMPOBKH KJIIOUOM MJIM SKBHUBAJIEHTHOTO CpEJCTBa
KOHTPOJIs1, HAaIIpUMEP, JOCTYIIOM I10 [1apoJIt0, €CIIU HEe UCIOIB3YIOTCS Oojiee CUIbHBIE
CpeACTBa 3aIlUTEHI.

Cotpynuuku YupexaeHus IOJDKHBI OBITH NMPOUH(GOPMHUpPOBaHBI 00 yrposax
HapylleHus pexuma Ge3omacHocTd [I/[H ¥ OTBETCTBEHHOCTH 3a €ro HapylLICHHE.
OHM [0MKHBI OBITH O3HAKOMIJIEHBI C YTBEpXIEHHOW (opManbHON mpouexypoi
HAJIOXKEHUsl JHUCLMIUIMHAPHBIX B3bICKAaHMH Ha COTPYAHHUKOB, KOTOpBIE HApYLIWJIH
IIPUHSATHIE NOJIUTUKY U Npouenypsl 6e3onacuoctu [1/1H.

Cotpynuuku o6s3anbl 6e3 mpoMemieH|s: coobmaTs 060 BceX HabII01aeMBIX
WY TIOI03pUTENBHBIX ciaydasx pabotel MCII/IH, Morynux nosneds 3a coOO0H yrpo3sl
6esonacHocTH I1/IH, a Takke O BBIIBICHHBIX UMHU COOBITHSX, 3aTparMBarouX Oe3-
onacHocTh [IJIH, pyKOBOACTBY MoJpa3/iesieH s U JIHUILY, OTBEYAIOIIeMy 32 HeMe [JIeH-
HO€ pearupoBaHue Ha yrpo3bl 6e3onacHocty [1/[H.

8. Jo/kHocTHBIE 00si3aHHOCTH NoJib3oBaTeseil UCII I n

JlomxHocTHBIE 00s13aHHOCTH Tonb3oBaTeneld MCIT/IH omucaHbl B CIEAYIOMUX
JNOKyMEHTax:

- Muctpykuus anmunuctparopa UCI/IH;

- Uuctpykuus agmuarcTpaTopa 6ezonacHoctu UCI/IH;

- Uucrpykuus nons3osarens UCIT/IH;
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- MHCcTpyKUuMs nonbs30BaTeNs NPU BO3SHUKHOBEHUH BHEIITATHBIX CUTYallUH.

9. OrBercTrBeHHOCTH coTpyAHnKkoB UCIIAn Yupexaenus

B cootBercTBHM co cT. 24 DenepanpHoro 3akoHa Poccutickoit ®enepauuu ot
27 mrons 2006 r. Ne 152-@3 «O nepcoHaNbHBIX AAaHHBIX)» JIMIA, BAHOBHBIE B Hapy-
meHud TpeboBaHui naHHOro MenepasbHOro 3aKOHa, HECYT IPakKHAHCKYIO, YrOJOB-
HYI0, aIMUHUCTPATUBHYIO, JUCLUIIMHAPHYIO U UHYIO TIPEIyCMOTPEHHYIO 3aKOHOa-
TensCcTBOM Poccuiickoit @enepauuy OTBETCTBEHHOCTb.

JleiicTBylomee 3akoHOAaTeNbCTBO P no3BosisieT npeAbsBIiTh TpeOOBaHUS 110
obecrieyeHuro Ge3onacHoi paboThl ¢ 3amuiaeMoi MHMGopMaluei U npeaycMaTpu-
BaeT OTBETCTBEHHOCTh 32 HapyllIEeHUE YCTAHOBJIEHHBIX MPaBWJI SKCIuTyaTauun OBM u
CHCTeM, HelpaBOMEpHBIN AOCTYN K MH(OpMalUH, €ClH 3TH JEHCTBUS NPHUBETH K
YHUYTOXXEHUIO, OJIOKMpOBaHMIO, MOoAUDUKAIMK UHDOPMALIMK UM HapyLIEHHIO pa-
60ot1el OBM unu cereii (ctateu 272,273 u 274 YK POD).

Anmunuctparop UCIIIH n agMuHHCTpaTOp 6€30MacHOCTH HECYT OTBETCTBEH-
HOCTb 3a BCE JIEUCTBHS, COBEPLIEHHbIE OT UMEHH MX YYETHBIX 3alUCed WM CUCTEM-
HBIX YYETHBIX 3aIlUCeH, ecIi He JoKa3aH (akT HECAaHKIIMOHHUPOBAHHOTO MCIIOJIb30Ba-
HUS yYETHBIX 3aIIUCeH.

[Ipy HapymeHusix coTpyaHUKamMu Yupexnaenus — mojis3oBareneit MCIIx
IpaBuJl, CBsI3aHHBIX ¢ Ge3omacHocThiO [1/]H, OHM HECyT OTBETCTBEHHOCTbH, YCTAHOB-
JIEHHYIO JIeHCTBYIOIUM 3aKOHOAATensCcTBOM Poccuiickoit denepauuu.

IIpuBeneHHble Bbille TpeOOBaHUS HOPMATUBHBIX JOKYMEHTOB IO 3alllUTE WUH-
(dopmMaLuu OODKHBI OBITH OTpaXkeHbl B [10JI0OXKEHHUAX O MoApasfeNeHusX Yupexie-
Hus, ocymectBisomux obpaborky I1/In B UCII[IH ¥ HOMKHOCTHBIX MHCTPYKIHSIX
COTPYIHUKOB YUpeXICHUS.

Heo6xonumo BHectu B [lonokeHus: o moapasfeNneHusx YUpexIeHHs, oCy-
wectBisitonx oopaborky 111 B UCII/IH cBeneHus 06 OTBETCTBEHHOCTH UX PYKO-
BOJUTEJIEH U COTPYAHHUKOB 3a pasIiallleHHe U HECaHKUHMOHHPOBAaHHYIO MoaMpUKa-
uuio (uckaxenue, danbcudukanmio) I1/JH, a Takxke 3a HempaBOMepHOE BMeLIATEb-
CTBO B IIPOLIECCHI MX aBTOMATU3MPOBaHHON 00paboTKH.

10. CHnucoK MCI0JIb30BAHHBIX HCTOYHHUKOB

OCHOBHBIMH HOPMAaTHUBHO-TIPABOBBIMH M METOJUYECKHUMH JIOKYMEHTaMH, Ha
KOTOpBIX 6a3zupyercs Hacrosee [TonoxeHue IBISIOTCS:

1 ®enepanbubiii 3akoH ot 27.07.2006 r. Ne 152-®3 «O mepcoHaIbHBIX JaH-
HeIX» (manee — ®3 «O mepcoHaNBHBIX JAHHBIX»), YCTAHABIIMBAIOIIMUNA OCHOBHBIE
NPUHLMIEI U ycioBusi o6pabotku [1/lH, mpaBa, 00S3aHHOCTH M OTBETCTBEHHOCTH
Y4aCTHHMKOB OTHOLIEHUH, CBA3aHHBIX ¢ 00paboTkoit I1/]H.

2 «Ilonoxxenne 06 obecriedeHnr 6Ge30MaCHOCTH MEPCOHANBHBIX JAHHBIX IPU
1X 00paboTKe B HHYOPMAIMOHHBIX CUCTEMaX IEePCOHAIBHBIX JaHHBIX», YTBEPKIEH-
Hoe [ToctanoBnenuem IlpaBurenscta PO ot 17.11.2007 . Ne 781.

3 «Ilopsnok npoBeneHus kinaccuukanuu UHHOPMALMOHHBIX CHCTEM IE€PCO-
HaJIbHBIX JaHHBIX», yTBepKAeHHbIA coBMeCTHBIM [Ipukazom ®CTIK Poccuu Ne 55,
@OCBb Poccun Ne 86 u Munnndopmcessizu PO Ne 20 ot 13.02.2008 .
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4 «ITonoxxenue 06 0ocoOGeHHOCTAX O0OpabOTKU NMEepCOHATBHBIX HAHHBIX, OCY-
ILECTBIsIEMOM 6e3 UCIIONB30BaHUs CPEICTB aBTOMATU3AIMMWY, YTBepXkaeHHoe [locTa-
HoBieHueM [IpaBurensctBa PO ot 15.09.2008 r. Ne 687.

5 «TpeGoBaHus Kk MaTepraIbHBIM HOCUTENSIM OMOMETPUYECKHUX ITEPCOHATBHBIX
NaHHBIX U TEXHOJIOTHSM XpaHEHUs TaKUX JaHHBIX BHE WH(MOPMAIMOHHBIX CHCTEM
IIEPCOHANIBHBIX JAHHBIX», yTBepKAeHHbIe [loctaHoBneHneM [IpaBurensctBa PO ot
06.07.2008 r. Ne 512.

6 HopmaTuBHO-MeTOoiMYeCKHE OKYMEHTh DenepanbHOoi CIIy)XOBbI 10 TEXHH-
YEeCKOMY U dKcrepTHOMY KoHTpoio Poccuiickoit @enepanuu (nanee - ®CTIK Poc-
cun) no obecneyenuto 6ezonacHoctu [1/IH npu ux o6padortke B UCIT/IH:

7 Pexomenaauuu 1o obecrnedeHuno 6€30MacHOCTH MepCOHANBHBIX JaHHBIX IPU
X 06paboTke B MHYOPMALIMOHHBIX CHCTEMAaX MEePCOHAIBHBIX JAHHBIX, YTB. 3aM. JIU-
pexropa @®CTIK Poccun 15.02.08 r. (JACIT)

8 OCHOBHBIE MEPONPUATHS 10 OpPraHU3aLUU M TEXHHYECKOMY OOECIeYEeHHIO
0€e30MacHOCTH NEPCOHANBHBIX JaHHBIX, 00pabaTeiBaeMbIX B HH(MOPMAILMOHHBIX CH-
CTeMax IEepPCOHAJBHBIX NaHHBIX, yTB. 3aM. aupekropa ®CTIK Poccum 15.02.08 1.
(ACII)

9 baszoBas mMozenb yrpo3 6€30MacHOCTH MEPCOHANBHBIX JaHHBIX MPU UX 00pa-
6oTke B MH(GOPMALIMOHHBIX CUCTEMaX MEPCOHANBHBIX JAHHBIX, YTB. 3aM. AUPEKTOpa
OCTIK Poccun 15.02.08 r. (ICIT)

10 MeToavka onpezeneHus: aKTyalbHBIX yrpo3 0e30MacHOCTH MePCOHAIBHBIX

JaHHBIX NpU UX 00paboTke B MH(POPMALMOHHBIX CHCTEMaX MEPCOHAIBHBIX JaHHBIX,
yTB. 3aM. qupekropa PCTIK Poccun 15.02.08 r. (ICI)
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00JIbHHUIIAY)

IIpuaoxenue 1 (k mosiutuke nHpopmaunonHoii 6ezonaciocTu 'bY3 AO «Kopsikemcekas ropoackas

II1aH - nepeyeHb TEXHUYECKHX MEPOIIPUSTHIA 110 0Gecrieyennu 6ezonacuoctr MCIIJL

sl el

HHOCTH C}’6'LCKTOB AOCTYyIIa IIpHA

Peanu3oBaTh HACHTHYUKALMIO U IPOBEPKY IMOIH

BXoze B onepauuoHHyro cucremy UCII/IH mo mapomo yclIoBHO-IOCTOSHHOTO J€H- + + %
CTBHS, JUTMHON HE MEHee IMEeCTH OYKBEHHO-IIM(POBBIX CHMBOJIOB;

Peanmu3oBats nieHTHOHKAIMIO TEPMUHAIOB, TEXHHYECKHUX cpeacTB 00pabotku I1/1H,

y310B UCIIJIH, koMnbIOTEPOB, KaHATOB CBsi3H, BHEMHHUX ycTpoiicTB MCIT/IH mo ux - + +
JIOTHYECKUM HMEHaM (azipecaM, HoMepaMm);

Peanu3oBaTh uieHTH(UKAIMIO IPOrpaMM, TOMOB, KaTaJloros, ¢aiiyios, 3anuceii, mo- 3 i 4
JIeH 3anucei Mo UMeHaMm;

Peanu3oBaTh KOHTPOJIB AOCTyNA CyOBEKTOB K 3alIUINAEMBIM PECypcaM B COOTBET- i 0 1

CTBHH C MaTpHIIEH JOCTYIa,

IIpU HAJTMYUH IMOJAKIIFOYCHUS I/ICHIIH K CETsIM O6III€I'0 IIOJIB30BAHUSA JOJDKHO IIpUME-

He vuxe 5-ro

He umxe 4-ro

He auxe 3-ro

HATBCS MEXKCETEBOE SKPaHUPOBAHHUE. YPOBHS 3aIli- | YpPOBHS 3alli- | YpPOBHS 3allu-
IIEHHOCTH IEHHOCTH IIEHHOCTH
Jlis obecnieuenus Ge3onacHoro mexcereBoro B3aumoeiicteus B UCII/{H s pas- He amxe 5-ro | He mmwxe 4-ro | He mmxe 3-ro
HBIX KJIACCOB HEOOXOIUMO HCIONIB30BaTh MO YPOBHS YPOBHS YPOBHS
3aIIUIIEHHOCTH | 3aIUINEHHOCTH

Cpercrso sar CPANAIO VATENATHACCKAX BOTIEHCToN

Peanu3oBath uaeHTHUKAIMIO ¥ ayTeHTU(UKAIMIO CYyOBEKTOB JOCTYIIA IIPH BXOJE B
CPEJICTBO 3aIIUTHI OT MPOrpaMMHO MatemaTuyeckux BosaeiicTeuit (IIMB) u nepen
BBIIIOJTHEHHEM MMH JIFOOBIX OMepaluii Mo ynpaBleHUIO QYHKIMSIMH CPEICTBA 3alllH-
1ol OT [IMB 1o maposro (Wi ¢ HCroJIb30BaHHEM HHOTO MEXaHHW3Ma ayTeHTH(HKa-
IIUH) YCJIIOBHO-IIOCTOSSHHOTO ICHCTBHS AJIMHON HE MEHEe IeCTH OYKBEHHO-
U(POBBIX CHMBOJIOB;

3aIMUIICHHOCTH

_______ g

OcymecTBIsITE KOHTPOJIB TOOBIX IEHCTBHI CyOBEKTOB JOCTYIIA [0 YIPABJICHUAIO
bysxusamMu cpenctsa 3amuTel oT [IMB TONBKO moCie npoBeeH:s ero yCIenH oM
ayTeHTH(UKALUH;

IIpenycMoTpeTs MexaHU3MBI OJIOKHPOBAHUS JOCTYIIA K CpeacTBaM 3amuThl oT [IMB
IIPH BHINIOJTHEHHH YCTAHABIMBAEMOT0 YHCIIa HEYAAUYHBIX MOMBITOK BBOJIA ApOJIs;
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Heob6xoaumo npoBouTh HAeHTUGHKALMIO (aiioB, KATAIOTOB, MPOrPAMMHBIX MO-
IyJieii, BHEIIHUX YC peICTB 3amuTh oT IIMB;

e KN T TR PRI

OcymecTBAATH perucTpaluio Bxozaa (BeIXoaa) CyObeKTa JOCTyma B CHCTEMY (U3 CH-
CTEMBI), TMO0 PErHCTPALUIO 3arPy3KH U HHUITHATH3AIMH ONEPAllHOHHON CHCTEMBI U
ee MPOrpaMMHOI0 OCTaHOBa. Perucrpanus BeIX0Ja U3 CUCTEMBI HJIM OCTAaHOBA HE
IIPOBOJUTCS B MOMEHTHI anmnaparyproro otkimodenus VCII/la. B napamerpax peru-
CTpal¥H YKa3bIBaIOTCS JaTa U BpeMs BXo/a (BbIX04a) CyOBeKTa JOCTYIAa B CHCTEMY
(U3 CHCTEMBI) WK 3arpy3KH (OCTAaHOBA) CHCTEMBI;

IIpoBoUTE y4eT BcexX 3allUIIaeMbIX HOCHTENeH HHPOpPMALMK ¢ TOMOLIBIO UX JIFO0O0

. MapKUPOBKH U C 3aHECEHUEM YYETHBIX JaHHBIX B XKypHaI (YYETHYIO KApTOUKY);
IIpoBOIMTE perucTpanuio BXo1a/BEIX0Aa CyObEeKTOB JOCTYIA B CPEACTBO 3aIUTHI OT
[IMB, peructpanuio 3arpy3ku ¥ HHUIIHATH3AMUH 9TOTO CPEJICTBA U €€ IPOrpaMMHO-

3 ro ocTaHoBa. B mapamerpax perucrpanuu ykasbIBaeTCs BpeMsl U JaTa BXOJa/BBIX0/1a

cyOBeKTa focTyna B cpeAcTBO 3amuTsl 0T [IMB wiu 3arpy3ku/octaHoBa 3TOro cpei-
CTBa, a Tak)Ke HICHTH(PUKATOP CyOBEKTa JOCTYIa, HHUIMHPOBABIIETO JaHHbBIE JEH-
CTBHS;

[IpoBoauTh peructpanuio coobITHil MpoBepku U 00Hapyxerust [IMB. B mapametpax
PETHCTpALMK YKa3bIBAIOTCS BpEMsI U JaTa poBepKH Wim oOHapyxeHus [IMB, unen-
- TH(UKATOp CyObeKTa JOCTYIa, HHUIUMPOBABIIErO JAHHEIE ICHCTBHS, XapaKTep BbI-
MOJTHAEMBIX ACHCTBHH IO IPOBEPKE, TUII OOHAPYKEHHOM BpeIOHOCHOM MPOrpaMMEbI

(BII), pe3ynbraT neiicTBuii cpeacTna 3amuThl Mo 6yokuposanuio [IMB;

[TpoBOUTE perucTpanuo coOOBITHIA 0 BHEIPEHHUIO B CPeACTBO 3aiuThl oT [IMB ma-
KETOB OOHOBJICHHUH. B mapameTpax perucrpanuu yka3plBaroTCsl BpeMs | J1aTa 0OHOB-

* JIeHHs1, MACHTHHKATOP CyOBEKTa JOCTyIa, HHAIIMAPOBABIIEr0 JAaHHOE ICHCTBHE
BEPCHs M KOHTPOJIbHAs CyMMa ITaKkeTa OOHOBJICHHS,;
ITpoBoauTe perucTpaiuio coOBITHIA 3aITycka/3aBepIueHus paboThl MOIyJIeH CpecTBa
6 3auuTel oT [IMB. B napamerpax peructpaiiiu yKa3plBalOTCs BpeMs U JlaTa 3aIryc-

Ka/3aBepIueHus paboThl, HACHTUPUKATOP MOIYIIS, HACHTUPUKATOP CYOBEKTa JOCTY-
112, MHULMMPOBABIIETr0 JAHHOE NEHCTBHE, pe3yIbTaT 3ayCcKa/3aBepuIeH s paboThl;

JIOJDKHA IPOBOUTHCS PErUCTpalis COOBITUHN yIIpaBIeHUs CYyOBEKTOM J0CTYIIa
GynxuusaMu cpenctsa 3amuThl oT [IMB. B mapameTpax perucrpaiiu yka3slBaroTCs
7 BpeMs U JlaTa COOBITUS YIIPaBJICHHUS KKI0H (QyHKIHEH, HICHTHGHKATOP U CIIEeIH-
buxanus GyHKIUH, HICHTHGUKATOP CYOBEKTa AOCTYIA, HHUIMEPOBABIIEr0 JAHHOE
JICHCTBHE, pe3yJIbTaT NCHCTBHUS;
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ITpoBOaUTH perucTparnuo COOBITHIT MOMBITOK AOCTYTIA IPOrPAMMHBIX CPEICTB K MO-
IyJisM cpencTtsa 3amuThl oT [IMB wiu cnenuansaeiv ToBymkam. B mapamerpax pe-
THCTpPALMH YKa3bIBAIOTCSA BPEMs H J1aTa NOMBITKH JOCTYIA, HACHTH(GHKATOP MOIYJIA,
ueHTHGHUKATOp U crieruduKanus MOy cpeacTBa 3amuThl oT [IMB (cnenuansHO#
JIOBYIIIKH), pe3yJIbTAT MONBITKH JTOCTYIIA;

ITpoBoauTE peructpanmio coObITHIT OTKaTa A cpeacTsa 3amuThl oT [IMB. B mapa-
METpaX PerucTpalMy yKa3bIBAIOTCS BpeMs U laTa COOBITHS OTKaTa, CelupHKaus
JEeUCTBHH OTKaTa, MACHTH(UKATOP CyOBeKTa JOCTYIA, HHUIIMAPOBABIIETO JaHHOE
JIEACTBHE, pe3yJIbTaT JEHCTBUS,

10

OG6ecne4uTs 3alUTy JAHHBIX PETUCTPALMH OT HX YHHYTOXXESHHS HIH MOIU(PHKALIH
HapYIIUTEIEM;

11

Peann3oBaTh MeXaHH3MBI COXpAaHEHHSI JaHHBIX PETHCTPALMH B CIIy4ae COKpAICHHs
OTBEJCHHBIX II0JI HUX PECYPCOB;

12

Peann3oBaTe MeXaHH3MbI IPOCMOTPA M aHAJIM3a JAaHHBIX PETUCTPALMH U X (HIIb-
TpalXH 10 33JaHHOMY HabOpy TapaMeTpoB;

13

[TpoBoMTE aBTOMaTHYECKH HENPEPHIBHBIN MOHUTOPHHT COOBITHI, KOTOPBIE MOTYT
ABJIATHCS NpU4YHHON peanusanuu [IMB (co3nanue, peakTHpoBaHue, 3aIIUCh, KOMITH-
JIsIEst 0OBEKTOB, KOTOpBIe MOTYT coziepxath BIT).

14

Peanu3oBaTh MEXaHU3M aBTOMaTHYECKOr0 aHATH3a JAHHBIX PETHCTPAIHH 110 mabIio-
HaM TUIOBBIX nposiBieHui [IMB ¢ aBToMatnyeckuM ux GJI0KHPOBAHUEM U YBEIOM-
JICHHEM aIMHHHCTpaTopa 0€30NaCHOCTH;

15

ITpoBOUTE HECKOJIBKO BUIOB y4eTa (yOIMpYIOMHUX) C perucTpanueii BblIaqu (pu-
ema) HOCUTeNel HHpopMaluu;

16

OcymecTBISTh perucTpanuio Bxoaa (BpIxo1a) CyObEeKTOB JOCTyIA B CHCTEMY (M3 CH-
CTEMBI), JIUOO perucTpanus 3arpy3Ki U HHUIIHATH3ALUH ONEPAIIHOHHOW CHCTEMBI.

17

OcyImecTBISTh PEruCTPALUIO BBIa4HU MeYaTHBIX (rpad)u4ecKux) JOKyMEHTOB Ha
«TBEPYIO» KOMHUIO. B mapameTpax peructpanuu yka3blBaroTcs (J1aTa U BpeMst BblIa-
4y (0OpameHus K MOJICHCTEME BBIBOJA), CIICH(UKAIMs YCTPOUCTBA BBIIAYH — JIOTH-
4ecKoe UMs (HOMEp) BHEIIHETO YCTPOMCTBa, KPaTKOE CoiepkaHue (HAUMEHOBAHUE,
BHUJI, IH(}P, KOJ) U YPOBEHb KOHPUACHIMAIBHOCTH JOKYMEHTa, HACHTH()HUKATOP
CcyOBeKTa JOCTYIIa, 3alPOCHBIIEr0 JOKYMEHT;
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18

OcymecTBIATh PErHCTPALIMIO 3aITycKa (3aBepIleHus) MPOorpaMM H IPOIeccoB (3a1a-
HU#, 3a1a4), IpeHa3HaYeHHBIX 11 00paboTKH 3amminaeMsIx ¢aiiios. B mapamer-
pax perucTpaluy yKa3blBalOTCA JaTa U BpeMs 3amycka, uMs (MaeHTH(HUKATOp) mpo-
rpaMMmBsl (Iporecca, 3aJaHus), HACHTHPUKATOP CyOBEKTa J0CTyIa, 3alPOCUBIIEr0
nporpammy (Iporecc, 3alaHie), pe3yJIbTaT 3amycka (yCIeIIHbIi, HeYCIICITHbIH — He-
CaHKLMOHMPOBAHHBbIH),

19

OcymecTBIATh PETUCTPALIUIO MOMBITOK JJOCTYIIA IPOrPAaMMHBIX CPEACTB (IIporpamm,
IIPOLIECCOB, 3a/1a4, 3a/laHui) K 3amuIaeMsM daitnam. B mapamerpax perucrpauuu
YKa3bIBalOTCs JIaTa M BpeMs IOMBITKY JOCTYTA K 3aIlUIIaeMoMy (aiiy ¢ yKazaHHEM
ee pe3yJibTara (yCnemHas, HeyclelnHas — HeCaHKI[HOHUPOBaHHas ), HACHTU(PHKATOP
cyOBeKTa focTyna, cnenudukaiys 3amumaeMoro ¢aiina;

20

OcymecTBIATh PErHCTPALHKIO MOMBITOK JJOCTYIIA MPOrPaMMHBIX CPEICTB K CIIEIYI0-
MM JONIOJTHUTEIBHBIM 3aIIUINAeMbIM 00BEKTaM J0CTyMa: TEPMHHATIAM, KOMIIBIOTE-
pam, y3nam cetd UCIIT/In, muausM (kaHanaM) CBSI3H, BHEIIHUM YCTPOWCTBAM KOM-
IBIOTEPOB, IIPOrpaMMaM, TOMaM, Katanoram, ¢aiiiam, 3anucsiM, moJsm 3amnuceii. B
napamMeTpax perucTpaliy YKa3bIBalOTCS AaTa M BpeMs IOMBITKH JOCTYIa K 3alyIla-
eMOMY OOBEKTY C yKa3aHHEM ee pe3yJibTara (yCHelHas, HeyCIenIHas — HeCaHKIHO-
HHpOBaHHaA), HACHTUPHKATOP CyOBEeKTa JOCTyMa, ClenU(pHKAUS 3alHIIAeMOTr0
00BEKTa — JIOTHYECKOE UMsI (HOMeEp);

21

ITpoBOAUTE y4eT BcexX 3aLIMIaeMbIX HOCHTENEH HHOPMAIMH C MOMOIIBIO UX Map-
KHMPOBKH U C 3aHECEHHEM YYETHBIX JaHHBIX B XKypHaI (YYETHYIO KAPTOUKY);

22

__| B noxicneteme obecreter

OcymecTBIATh 0O4UCTKY (0OHYJIeHHEe, 00e3 THYBaHie) OCBOOOXK1aeMBIX obacTei
ONEPaTHBHOM MaMATH KOMITBIOTEPOB M BHEIIHKX HaKomuTeaed. OYrcTKa OCYIIecTB-
JsieTCs OJHOKPATHOM MPOU3BOJIBHOM 3aIIUCHIO B OCBOOOXKIaeMYIO 00J1aCTh MaMSITH,

O6ecneynTh NENOCTHOCTh IMPOrPAMMHBIX CpeACTB 3amuThl B coctae C3I1/IH, a Tak-
e HEU3MEHHOCTh NIPOrpaMMHO# cpezbl. [Ipu 3TOM 1EeT0CTHOCTH CPEICTB 3aIUTHI
IPOBEPSETCS NP 3arpy3Ke CUCTEMBI 110 HATHYHIO UMEH (UACHTH(HUKATOPOB) KOMIIO-
HeHT C3I1/1H, 1enocTHOCTh MPOrpaMMHOM CpeIbl 00eCIIEYUBAETCS OTCYTCTBHEM B
WCIIJ1a cpencts pa3paboTKH U OTJIAIKU IIPOTpaMM;

OcymectBiats puszngeckyro oxpany UCIIIu (yCTpoHCTB U HOCHTENEH HHOpMa-
[IUH), IpelyCMaTpUBaroiasi KOHTpoJib goctyna B noMemieHus MCIT/IH mocTopoHHUX
JIMLI, HAJTHYME HAJACKHBIX PN TCTBUM JUISl HECAaHKIIMOHUPOBAHHOTO MIPOHUKHOBE-

Hus B nomemenust UCI1J{x u xpanunuine Hocureneit uHbopMarmu;
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[TpoBoguTs nepuonuveckoe recrupopanue ¢pyukuit C3I1/[H npu u3mMeHeHUH mpo-
rpaMMHOi# cpezsl ¥ nepcoHana VCIIJIH ¢ moMomsio TeCT-nmporpaMM, HMAUTHPYIOIIHX
nonbitkd HC/I;

JIOJDKHBI OBITH B HAMM4YMH cpesicTBa Boccranorinenust C3I[1/1H, mpexycmarpuBatomue
BEJICHUE JIBYX KOIHH MPOrpaMMHBIX CPEJCTB 3alIUThl HH)OPMAIMH, HX IIEPHOIIYe-
CKOe OOHOBJIEHHE U KOHTPOJIb pab0TOCIIOCOOHOCTH;

ITpoBoHTE MPOBEPKY LENOCTHOCTH MOJYJIEl cpeacTBa 3amuTsl oT [IMB, Heo6xo-
JUMBIX JUUISL €70 KOPPEKTHOTO (hyHKIIMOHHPOBAHHS, IIPH €0 3arpy3Ke ¢ HCIOJIb30Ba-
HHEM KOHTPOJIbHBIX CYMM;

Obecne4ynuTs BO3MOXHOCTh BOCCTAHOBJIEHHS cpeicTBa 3amuThl oT [IMB, npexycmar-
pHBaroINasi BEJICHUE BYX KOMHUH MPOrpaMMHOI0 CPEJICTB 3aAIMUTHL, €r0 IMepUoIude-
CKO€ OOHOBJIEHHE ¥ KOHTPOJIb pab0oTOCIIOCOOHOCTH;

PeanuzoBaTe MeXaHH3MbI IPOBEPKHU LEJIOCTHOCTH ITAaKETOB OOHOBIICHUH Cpe/ICTBa
3amuTh! oT [IMB ¢ ucnons3oBaHrEM KOHTPOJIBHBIX CYMM;

o2 B ) e ot NSRRI SR Sl
‘B nojicu !!_-*z HH j HOM 3aIUT)

IIposomm: peaepBHoe xonupoBanue [1/]H Ha orqyxcnaeMme HOCHUTEIH nmbopMauun

[TpoBOIUTE AaBTOMATHYECKYIO nposepxy Ha Haymyue BIT wim nocnencmnn HMB
npu umnopre B UCII/{x Bcex nmporpaMMHBIX MOIyJIel (IIPUKIaJHBIX IPOrpamMMm), KO-
TOpBIE MOTYT cofiepkaTh BII, mo ux THOBBIM N1abI0HaM U C MOMOIIBIO IBPHCTHYE-
CKOI'0 aHAJIN3a;

Peanu3oBaTe MexaHH3MbI aBTOMAaTHYECKOTO OJI0KHpoBaHus 0O0HapyxeHHBIX BIT my-
TEM HMX yJaJICHUs U3 IIPOrPaMMHBIX MOJYJIEH HIH YHHYTOXKECHHS;

PerynspHo BeIIOIHATS (IpH nepBoM 3amycke cpeacts 3amuTsl [1/1n ot [IMB u ¢
yCTaHaBJIMBAEMOH IEPUOAMYHOCTHIO) MPOBEpKa Ha npeaMeT Hamuyus B Hux BlII;

JloiwkHa HHUIMHpOBaThes apToMaTHyeckas nposepka VICIT/{H Ha mpeaqmeT HamH4Hst
BII npu BeisiBnenun ¢akra [IMB;

Peanu3oBars MEXaHM3M OTKaTa JUIsl YCTAaHABIMBAEMOrO YHCIIA ONEPAMi YAAICHUS
BII u3 onepaTHBHOM MM MOCTOSIHHOM IMAMSTH, U3 IPOrPAMMHBIX MOJYJICH U MpH-
KJIaIHBIX IPOrPaMM MJIH IPOrPaMMHBIX CPeZCTB, coaepxkanmx BIl.

JonomaurensHo B UCII/{H nomkeH npoBOAUTHCS Henpep},mﬁmﬁ aBTOMAaTUYECKHI

oo o i SRR R Bl ke S T B
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Jlnst nporpaMMHOTo oGecriedeH s, HCIIOJIb3YeMOro npH 3amure uHpopmanuu B MC-
[T/11 (cpencts 3aumTe! HHGopManuu — C3U, B ToM 4uClie U BCTPOCHHBIX B 00IIECH-
CTeMHOE U NPUKJIaTHOE mporpamMmmHoe obecneuenue — [10), nomkeH 6pITh 0o6ecrieyeH
COOTBETCTBYIOLIMH YPOBEHb KOHTpOJIs OTCyTcTBHs B HeM H/IB (He nexnapupoBaH-

O6Hapy)xerme BTOp)KCHPIK JIOJDKHO T —— nyTeM HCTIONB30BAHNS B COCTA-
Be VICII/IH nmporpaMMHBIX HJIM IIPOrpaMMHO-aNIapaTHBIX CPEACTB (CHCTEM) 0OHa-
pyxenus sropxenuii (COB).

Heobxomumo 06s3aTenbHOEe HCIOIB30BAHUE CHCTEMBI OOHAPY)KEHHUS CETEBBIX aTak,
HCIOJIB3YIOUIHE CHTHATYPHBIE METOIbI aHATH3a

|{I'OCTP 50949-2001 F OCT P 50923 96 CaHHnH 2.2 2.542 96 \

Heo6xomumo 06s13aTenbHOE HCIIOIb30BAHUE CUCTEMBI 0OHAPY KEHUS CETEBBIX aTak,
DHBIC METO/IbI AHAIIH32 H METOJIBI BBISBIICHHS aHOMaJIHH

Jnst oﬁpaﬁoncn nmbopmamm He06x01mM0 UCMOIb30BaTh CBT ynoane‘rsopxxomne
TpeboBaHusM craniapToB Poccuiickoit denepanuu mo 3MeKTPOMarHUTHOH COBMeE-
CTHMOCTH, 110 6€30I1aCHOCTH U IPrOHOMUYECKUM TPeOOBAHUAM K CpeICTBaM 0TO0-
pakeHUs1 HHYOPMAIHH, IT0 CAHUTAPHBIM HOpMaM, PEAbSBISIEMBIM K BHIECOIUC-
wieiteM TepMuHaiaM [I19BM (manpumep, 'OCT 29216 91, TOCT P 50948-2001,

Hponecm obs3arens
HOCTH HH(pOpManuy;

JlexmapupoBaTh COOTBETCTBUE HMIIH 00S3aTENBHYIO CepTUGHKALMIO (aTTECTAIMIO) 110
TpeboBaHUsIM Oe30nmacHOCTH HHPOpMaIHH (110 peHIeHHIO OIlepaTopa);

[Tpumeuanwue: [Ins UCI1/Iu 4 xnacca nepedeHb MeponpusTuii no 3ammute [1/]H onpexnensiercss B 3aBUCUMOCTH OT yliepba Ko-
TOPBIN MOXET OBITh HAHECEH B CIIEACTBHH HECAaHKIIMOHMPOBAHHOI'O MITH HempeaHaMepeHHoro aocryna k [1/[x.




